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Abstract: This paper presents an in-depth analysis of the Montgomery ladder algorithm for scalar multiplication of elliptic
curve points. Vulnerabilities to fault attacks are considered, as well as connections to MOV, Pohlig-Hellman, and GLV attacks.
Particular attention is paid to the mathematical properties of elliptic curves and their role in the security of the Bitcoin
protocol. This paper presents an in-depth analysis of the Montgomery ladder algorithm for scalar multiplication of elliptic
curve points. Cryptanalytic fault attacks that exploit the lack of membership checks for intermediate points of the original
curve are considered. MOV, Pohlig-Hellman, and GLV attacks are also discussed. Practical demonstrations in SageMath,
adapted for execution in the Google Colab environment, are provided, allowing all key vulnerabilities to be clearly

demonstrated.

1. The Mathematical Foundations of Elliptic Curves in
Bitcoin (secp256k1)

In cryptography over a finite field $K$, an elliptic curve is defined by the Weierstrass equation. For Bitcoin,
the secp256k1 curve is used , whose equation is:

y*=x3+7 (mod p)
where a=0, b=7,and p is alarge prime number.

The system'’s security is based on the elliptic curve discrete logarithm problem (ECDLP): given points $P$ and $Q = kP$,
calculate the scalar $k$.

2. Montgomery Ladder Algorithm

The Montgomery ladder is an algorithm for efficiently computing the dot product $Q = kP$. Its key feature is constant running
time regardless of the key bits $k$, which protects against timing attacks.

However, the algorithm has a vulnerability: the calculation of the y-coordinate of a point often occurs only at the final step.
During intermediate iterations, the point's membership in the original curve is not checked.
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3. Fault Attacks

Afault attack involves introducing a fault (e.g., changing a register bit) during the calculation of $kP$. Due to the lack of a
check for whether an intermediate point belongs to the original curve in the Montgomery staircase, the calculation can “jump”
to a different (weaker) curve.

y>=x3+ax+ Db’ (mod p)

The cryptanalyst obtains a result on the weak curve, where solving ECDLP is much easier, and then recovers the secret key $k$
using the Chinese Remainder Theorem (CRT).

A real-world example: Sign Change Fault. The attacker injects an error that changes the sign of an intermediate point. The
algorithm continues processing the invalid data, producing a result from which the key bits are extracted.

4. MOV, Pohlig-Hellman attacks and GLV optimization
MOV (Menezes-Okamoto-Vanstone) Attack

The MOV attack uses Weyl or Tate pairings to reduce the ECDLP problem on an elliptic curve point group to the discrete
logarithm problem on the multiplicative group of a finite field extension $F_{p~k}$. If the embedding degree $k$ is small, the
attack allows solving the problem in subexponential time.

Pohlig-Hellman attack

This attack is effective if the order of the curve point group (or the order of the base point $n$) has small prime factors. The
attack reduces the computation of $k$ modulo $n$ to the computation of $k$ modulo the prime factors of $n$, which is
significantly faster.

GLV (Gallant-Lambert-Vanstone) method

GLV is not an attack, but a method for speeding up scalar multiplication using efficiently computable curve endomorphisms. In
secp256k1, there exists an endomorphism $\phi(x, y) = ( eta x, y)$ that allows one to split $k = k_1 + k_2 \lambda$ and speed up
the computation of $kP = k_1 P + k_2 \phi(P)$. In the context of attacks, errors in computing endomorphisms can reveal parts
of the key.

5. Practical Examples (SageMath, Python)
Python (Implementation of the Point Validation Vulnerability)

# Demonstration: The point is not tested for belonging to the curve
def is_on_curve(x, y, p):
return (y**2) % p == (x**3 +7) % p

# Introducing an error into a coordinate (emulating a fault attack)
faulty_x = (x_true N 0x01) % p
if not is_on_curve(faulty_x, y_true, p):

print("Error introduced: point crossed a weak curve!")

SageMath (Order Checker for Pohlig-Hellman)

# Curve Definition

p = 17
E = EllipticCurve(GF(p), [0, 7])
N = E.order ()

print(f"Curve order: {N}")
print(f"Order factorization: {factor(N)}")
# If the factors are small, the curve is vulnerable to Pohlig-Hellman



1. This article was prepared as part of a study of ECC
vulnerabilities. All code examples can be run in SageMath
9.0+,

Elliptic curves (ECs) form the basis of modern public-key cryptography, including the Bitcoin protocol. The security of most ECC
systems relies on the computational difficulty of the elliptic curve discrete logarithm problem (ECDLP). The scalar

multiplication Q =kP is the fundamental operation; its efficiency and resistance to side-channel attacks are critical for practical
implementations.

The Montgomery ladder algorithm is widely used due to its constant running time, which protects against timing attacks.
However, it has a serious flaw: intermediate calculations do not check whether the current point belongs to the original curve.
An attacker, by introducing a bug (for example, changing a single register bit), can switch the calculation to a different, weaker
curve, allowing the ECDLP to be solved in polynomial time and the secret key to be recovered.

2. Mathematical foundations of elliptic curves (secp256k1)

The Bitcoin cryptosystem uses a secp256k1 curve defined over a prime field F, by the equation:
y?=x3+7(mod p),

where p =2%%6.23%2.29.28.27-26.2%-1 (a prime number). The coefficients a =0, b=7.The point group E(F,) hasorder n ,
a large prime number (about 22°¢), which makes ECDLP intractable.

Security is based on the fact that for random P, Q =kP, it is impossible to compute k in a reasonable amount of time. However,
under certain conditions (e.g., low embedding, smooth ordering, or error injection), ECDLP becomes vulnerable.

3. Montgomery Ladder Algorithm

The Montgomery ladder computes kP by processing the bits of k from most significant to least significant. At each step, two
points (R, R,) are maintained such that R;- R, =P .Depending on the current bit, either doubling R, and adding R, +R; is
performed , or vice versa. In projective coordinates, this is done without computing inverse elements, which speeds up the
operation.

A key feature is that the number and type of operations are independent of k, preventing information leakage over time.
However, the algorithm does not check that the resulting points lie on the original curve. This means that if an error is
introduced into any coordinate during the calculation, the resulting point may end up on a different curve: y?=x?+ax +
b’ (with the same a, but a different b).

Important: When working in affine coordinates, the curve equation check is usually performed at the end. During
Montgomery ladder iterations, this check is absent—this is the entry point for an attack.

4. Fault Attacks

Afault-based attack involves artificially introducing a fault (e.g., a memory bit change, electromagnetic interference, or voltage
change) during a scalar multiplication. In the context of Montgomery'’s ladder, the classic scenario is:

e The attacker injects an error into the x or ycoordinate of one of the intermediate points.

e The algorithm continues the calculations, but now all subsequent points lie on a curve different from the original one (but
with the same a).

e The obtained result Q’=kP’ gives a point on the weak curve where ECDLP is easily solved (for example, by enumeration if
the order is small).

e Using the Chinese Remainder Theorem (CRT), k can be recovered modulo the order of the weak curve. By repeating the
attack with different errors, k can be fully recovered.

In practice, error-based attacks can be implemented using both hardware failures and software (for example, through
vulnerabilities in virtualization).

5. Other cryptanalytic methods
5.1. MOV Attack (Menezes-Okamoto-Vanstone)

The MOV attack uses pairings (Weil or Tate) to reduce the ECDLP in the group E(F,) to the discrete logarithm problem in the
multiplicative group of the extension Fpk* ,where k is the embedding degree (the smallest k suchthat n | pk -17).If k is
small (e.g., k< 6), then the DLP in the extension can be solved subexponentially (using the number field sieve method), making
the curve unstable. For secp256k1, the embedding degree k is very large (of order (p- 1)/n), so MOV is not applicable.



5.2. Pohlig-Hellman attack

The Pohlig-Hellman attack is effective if the group order n (or the order of the base point) is smooth, i.e., has only small prime
divisors. The algorithm reduces the computation of k modulo n to solving the ECDLP for each prime divisor n_i , followed by
a CRT-based assembly. Since n is a prime number (a small factor of 1) for secp256k1, this attack is not threatening.

5.3. GLV (Gallant-Lambert-Vanstone) method

GLV is not an attack, but a method for speeding up scalar multiplication based on an efficiently computable curve
endomorphism. For secp256k1, there exists an endomorphism ¢(x, y) = (B x, y) , where B is the root of f?=1 (the nontrivial
cube root of 1). This endomorphism allows one to factor k=k; + k-A (where A is the root of the characteristic polynomial)
and calculate kP = kP + kop(P) with two parallel multiplications by half-length integers, speeding up the computation by
approximately a factor of 2. However, an error in calculating the endomorphism can lead to a distorted result, which can reveal
parts of the key.

6. Hands-on demos in Jupyter (Google Colab)

Below are some SageMath scripts that can be run in Google Colab (with Sage installed). These examples clearly demonstrate:

e checking whether a point belongs to a curve;

e Montgomery ladder operation with error introduction;

e keyrecoveryon a weak curve;

e Pohlig-Hellman vulnerability assessment via order factorization;
e demonstration of endomorphism for secp256k1.

6.1. Checking point ownership and introducing an error

Sage script: checking a point on a curve, simulating an error

# We define the curve yn2 = xA3 + 7 over a prime field
p = 17

F = GF(p)

E

EllipticCurve(F, [0, 7])

# Take a random point
P = E.random_point()
print("Original point P =, P.xy())

# Emulate an error: change the x coordinate by one bit
x_fault = P[0] A 1 # XOR with 1
try:
# Trying to create a point with an erroneous x and the original y
Q = E((x_fault, P[1]))
print("The error didn't change the curve (unbelievable)")
except:
print("Error: point does not belong to curve - calculations moved to another curve!")

6.2. Implementation of Montgomery Ladder and demonstration of
vulnerability
Sage: A Simple Implementation of Montgomery Ladder (No Checks)



def montgomery_ladder(k, P):
# P is a point on the curve, k is a scalar

RO = P
R1 = 2*P
for bit in bin(k)[3:]: # skip '©b1'
if bit == '0":
R1 = RO + R1
RO = 2*R0O
else:
RO = RO + R1
R1 = 2*R1
return RO
Example for a small curve
= 19
= GF(p)

EllipticCurve(F, [0, 7])
E(2, 5) # point on the curve
=7

montgomery_ladder(k, P)
print(f"{k}P = {Q.xy()}")

O X T m moT H
1

# Let's introduce an error at an intermediate point (emulate)
# In real code this is done in hardware

6.3. Small Curve Error Attack

Consider the curve Ei:y?=x*+x+1 over F g (original) and the weak curve Ez:y?=x?+x +2.Introducing an error into b, we
obtain a point on E>;whose order is, for example, 10 (small). By enumeration, we find k.

Sage Script: Key Recovery via Error Attack



# Original curve (strong)

p = 19

F = GF(p)

El = EllipticCurve(F, [1, 1]) # yAr2 = xA3 + x + 1
P1 = El.random_point()

k = 5 # secret key

Q1L =k * P1

# Emulate an error: the calculation occurs on the weak curve E2

E2 = EllipticCurve(F, [1, 2]) # yNr2 = XA3 + X + 2

# Let's assume that as a result of an error we got point Q2 on E2

# and P2 (corresponding to P1) also lies on E2 (if the error is in b, then the x,y coordinates may

coincide)

# For simplicity, let's take the point P2 = P1 (if it lies on E2)
P2 = P1

# Check if P2 lies on E2

if P2 in E2:

Q2 = k * P2 # this is the result that the attacker will get
# Now we solve ECDLP on the weak curve E2
# Since the order of E2 is small, we go through all possible factors
order = E2.order()
print("Weak curve order = ", order)
# Find k' such that k'*P2 == Q2
found = False
for 1 in range(order):
if i * p2 == Q2:
print("Key found on weak curve: k' =", 1i)
# In general, k = k' (mod order) - we use CRT for recovery
found = True
break
If not found:
print("Key not found, try another error.")
else:
print("Point P1 does not lie on the weak curve - the error must be different.")

6.4. Pohlig-Hellman Vulnerability Analysis

Sage: Curve Order Factorization

# Small curve for demonstration
p = 17

F = GF(p)

E = EllipticCurve(F, [0, 7])

N = E.order()

print("Curve order:", N)

print("Factorization:", factor(N))

# If there are small prime factors in the factorization, the curve is vulnerable.
# For secp256kl, order n is prime (almost), so the attack doesn't work.

6.5 Demonstration of endomorphism for secp256k1

In Sage, you can compute the non-trivial cube root of 1 modulo p and define endomorphism.

Sage: GLV endomorphism for secp256k1



# secp256kl parameters (small for testing)

p = 2A256 - 2732 - 2A9 - 2A8 - 2A7 - 2h6 - 2MN4 - 1

F = GF(p)

# We are looking for B such that BA3 = 1 mod p, B # 1
R. = PolynomialRing(F)

f=x73 -1
roots = f.roots(multiplicities=False)
beta = [r for r in roots if r != 1][0]

print("p =", beta)

# Endomorphism: o(x,y) = (B*X, y)

# To check, let's take a point on the curve secp256kl
# (we use a small curve here for demonstration)
p_small = 19

F_small = GF(p_small)

E = EllipticCurve(F_small, [0, 7])

P = E.random_point()

# Find B_small for small p

R. = PolynomialRing(F_small)

f=x73 -1
roots = f.roots(multiplicities=False)
beta_small = [r for r in roots if r != 1][0]

phi = lambda point: E((beta_small * point[0], point[1]))
print("Starting point:", P.xy())

print("e(P):", phi(P).xy())

# Check: ¢@(P) must lie on the same curve

7. Conclusion

This article examines the key aspects of using the Montgomery ladder in ECC and its vulnerability to error-based attacks. It is
shown that by eliminating membership checks on intermediate points of the original curve, computations can be transferred
to a weak curve, where ECDLP can be solved in a reasonable amount of time. Other cryptanalytic methods (MOV, Pohlig-
Hellman) and the GLV method are also discussed. While they are not threats to secp256k1, they should be considered when
designing secure systems.

SageMath's practical examples demonstrate each stage of the attack, which can be useful for researchers and developers
seeking to understand the nature of vulnerabilities and develop countermeasures (e.g., adding point checks at each step,
using secure implementations).

It is recommended to always check whether the result and intermediate points belong to the original curve, and to use
random masking to counter hardware attacks.
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