
KEYHUNTERS

Fault Injection (j=0 degenerate) attacks
on secp256k1: deep cryptanalysis and
practical demos on Google Colab
BY KEYHUNTER 02.08.2026

Abstract:  A deep cryptanalytic analysis of fault injection vulnerabilities in elliptic curves with j-invariant equal to 0, using the

secp256k1 curve used in Bitcoin as an example. This paper presents a comprehensive analysis of fault injection vulnerabilities

associated with degenerate elliptic curves with j-invariant equal to 0, using the secp256k1 curve used in Bitcoin as an example.

We consider the mathematical foundations of the attack, the fault injection mechanism during unpacking of compressed

points, the transition to a singular curve, and the trivialization of the discrete logarithm problem. Practical scenarios and

historical examples (OpenSSL) are presented, and countermeasures are proposed. Particular attention is paid to reproducible

experiments in the open-source Google Colab environment to demonstrate the vulnerability and recover the secret key.

1. Introduction to Fault Injection and Degenerate Attacks
Fault injection attacks (FIAs) are active cryptanalysis techniques in which an attacker artificially causes a cryptographic device

or algorithm to malfunction (e.g., through power surges, electromagnetic pulses, or input parameter changes). In the context

of elliptic curve cryptography (ECC), this can lead to computations on an incorrect or “degenerate” curve.
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The degenerate curve attack described by Neves and Tibuchi exploits errors in the loading of curve parameters. If a base point

is decompressed from a compressed format in the presence of an error (for example, in the field or curve parameters), the

resulting point may end up on a singular curve.

2. Curve secp256k1 and j=0
Bitcoin uses a secp256k1 curve, defined by the equation over a finite field $F_p$:

y^2 = x^3 + 7

The general equation of the Weierstrass curve is  y^2 = x^3 + ax + b . For secp256k1  a = 0  and  b = 7 . The j-invariant of an

elliptic curve is defined as:

j = 1728 rac{4a^3}{4a^3 + 27b^2}

Since  a = 0 , the j-invariant of the secp256k1 curve is 0. This property makes it particularly vulnerable to a certain class of point-

unpacking error attacks.

3. Attack mechanism (j=0 degenerate)
The attack relies on injecting an error when unpacking the compressed public key or base point  P . The compressed format

stores the  x- coordinate  and the sign (parity) of the  y -coordinate . The algorithm must calculate  y = \sqrt{x^3 + ax + b} \pmod

p .

If an attacker can introduce a fault in the modulus  p  or the parameter  b  such that the calculated radical expression becomes

zero, then  y = 0 . For curves with  j = 0  (where  a = 0 ), the  x coordinate  must also be equal to 0 (since  x^3 + b = 0  in the

modified annulus).

As a result of the failure, the calculations are transferred to a singular curve with a node or cusp. In the case of a cusp, the

curve is isomorphic to the additive group of the field. The discrete logarithm problem (ECDLP) in the additive group is trivial

and is solved by simple division:  Q = kP \implies k = Q / P \pmod p .

4. Implementation examples and mathematical models

Python (SageMath)
# Демонстрация тривиального решения в сингулярной кривой
# В случае вырождения в аддитивную группу (cusp y^2 = x^3)
p = 0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCE6AF48A03BBFD25E8CD0364141 # Порядок группы
# Пусть точка попала на касп, изоморфный аддитивной группе
# k * P в аддитивной группе это просто (k * P_x) mod p
P_x = 123456789
k_secret = 987654321
Q_x = (k_secret * P_x) % p

# Восстановление ключа (одно деление в базовом поле)
inv_P_x = pow(P_x, -1, p)
k_recovered = (Q_x * inv_P_x) % p
print(f"Recovered k: {k_recovered}")

5. Examples from history
In late 2018, researchers published a paper, “Degenerate Fault Attacks on Elliptic Curve Parameters in OpenSSL,” showing that

OpenSSL is vulnerable to this attack. A single glitch (a missing instruction) when loading a key with compressed curve

parameters allowed the private key to be recovered during ECDSA signing.

Fault injection attacks (FIAs) are a powerful class of active cryptanalytic techniques in which an attacker physically or logically

disrupts the correct operation of a cryptographic device, causing computational errors. Such errors can be caused by power

surges, electromagnetic pulses, clock frequency variations, temperature effects, or software glitches (such as missing

instructions). In the context of elliptic curve cryptography (ECC), FIAs can lead to computations on an ill-posed curve, opening

the possibility of solving the discrete logarithm problem (ECDLP) in polynomial time.

Of particular interest are the so-called  degenerate curve attacks described by Neves and Tibouchi (2018). These attacks exploit

errors in loading curve parameters or unpacking points. If a base point or public key is unpacked from a compressed format

with corrupted field parameters or curve coefficients, the resulting point may end up on a singular curve. For curves with j-

invariant equal to 0 (e.g., secp256k1), the singular curve is often isomorphic to the additive group of the field, making ECDLP

trivial.



In this article, we’ll detail the attack’s mathematical underpinnings, demonstrate how it can be implemented in practice, and

provide ready-made Google Colab scripts that allow you to reproduce all stages of the attack in a controlled environment.

6. The secp256k1 curve and its j-invariant
Bitcoin and many other cryptocurrencies use the secp256k1 elliptic curve defined over a prime field  F    by the Weierstrass

equation:

y    = x    + 7

where  p =    – 232    29    28  –    –    –    – 1  (a Mersenne prime?). In fact, the parameters of the curve are:    = 0 ,  b = 7 .

The j-invariant of an elliptic curve is defined as:

j = 1728 \frac{4a    + 27b 

Since  a = 0 , the numerator is zero, hence  j = 0 . This property is key: curves with j = 0 have additional automorphisms and, in

the case of a singularity, transform into a curve with a cusp of the form  y    = x   , which is isomorphic to the additive group of

the field.

It is important to note that secp256k1 itself  is not singular  (discriminant  Δ = –16(4a    + 27b   ) ≠ 0 ). However, if an error causes

the coefficient  b  to become 0 (or another distortion occurs), the curve degenerates into a singularity.

7. Compressed Point Representation and Decompression
Vulnerability
To save space, ECC protocols often use a compressed representation of points: only the  x -coordinate  and one parity bit for

the  y- coordinate are transmitted . To reconstruct the full point, it is necessary to calculate:

y = \sqrt{x    + ax + b} \pmod p

If an attacker can introduce a fault in the modulus  p  or in the parameter  b  during the square root calculation, the expression

under the radical can become zero. For a curve with  a = 0,  this condition reduces to  x    + b = 0 . For  b = 0  and  x = 0 ,  we

obtain  y = 0 . Thus, the point  (0,0)  falls on the singular curve  y    = x   .

An error could be introduced, for example, by missing an instruction that modifies the value of  b  in memory, or by a glitch in

the square root extraction unit. As a result, further operations with this point (scalar multiplication, signature) will be

performed on a singular curve, making it possible to recover the secret key.

8. Mathematics of degenerate attack (j=0)
Consider a singular curve of the form  y    = x    over the field  F    (p ≠ 2,3). It has a cusp at (0,0) and is a rational curve. The

parametrization is given by the formulas:

x = t   , \quad y = t 

for some  t ∈ F   . Then any point (except a singularity) is represented by the parameter  t . The group law on such a curve is

isomorphic to the additive group of the field: if a point  P  corresponds to  t   , and a point  Q  to  t   , then their sum  P + Q  has

the parameter  t    + t   .

Therefore, multiplying by a scalar  k :

k P = ( (k t   )   , (k t   )    )

Thus, if an attacker knows a point  P  (e.g., the base point that was “corrupted”) and the result of the multiplication  Q = k P ,

then he can calculate  t    = \sqrt{x   }  (the choice of sign is determined  by y ) and  t    = \sqrt{x   } , and then recover  k = t    ·

t    \pmod p . This requires only one modulo division, which is instantaneous.

If the error results in a curve with a node of the form  y    = x   (x + a) , then the group is isomorphic to the multiplicative group

of the field, and recovery reduces to a discrete logarithm in  F   , which is also feasible in subexponential time (the index

method). However, for j = 0, it is the cusp that most often arises.

9. ECDSA attack scenario
In the ECDSA protocol, a signature is created using a random ephemeral key  k  (the nonce). If an attacker can introduce an

error in the calculation of  R = k G  (where  G  is the base point) such that  R  lies on the singular curve, they can

recover  k  from  R  and  G  (which must also be corrupted). However, in real attacks, corruption of the public key or the curve

parameter itself is more common.
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For example, in the OpenSSL vulnerability (CVE-2018-0734), an error in decompressing a compressed dot allowed the creation

of a signature verified on a singular curve. An attacker with two signatures for the same secret key (one correct, the other with

an error) could deduce the private key.

10. Historical example: vulnerability in OpenSSL
In late 2018, researchers Timothy Neumann and Christoph Koyn published a paper, “Degenerate Fault Attacks on Elliptic Curve

Parameters in OpenSSL” (CVE-2018-0734). They demonstrated that OpenSSL versions 1.0.2 and 1.1.0 were vulnerable to an

attack when loading a compressed public key. The bug in the function  EC_POINT_oct2point could be caused by missing a

single instruction (for example, via a voltage glitch), which resulted in the use of an incorrect  p  or  b parameter . As a result,

the point ended up on a singular curve, and the private key could be recovered using a single signature.

This vulnerability was fixed in later versions of OpenSSL by adding a check to ensure that a point belongs to the original curve

after unpacking.

11. Hands-on demo in Google Colab
Below is Python code that can be run in Google Colab (or locally) to reproduce the attack. We create a singular

curve    =  x3    a finite field of low order (for clarity). We generate a point  P and multiply it by a  secret scalar  k ,

yielding  Q. We then demonstrate how to recover  k  from  P  and  Q.
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Code for Google Colab
# -*- coding: utf-8 -*-
"""
Демонстрация атаки на сингулярной кривой y^2 = x^3 (j=0, cusp)
Восстановление секретного скаляра k из точек P и Q = k*P
"""

import random

# Выбираем простое поле (для демонстрации возьмём небольшое простое)
p = 101  # можно взять любое простое, но для наглядности
assert pow(2, p-1, p) == 1  # проверка простоты (для демонстрации)

def is_on_curve(x, y):
    return (y*y - x*x*x) % p == 0

def point_to_t(x, y):
    """Извлекает параметр t из точки (t^2, t^3)"""
    # t^2 = x, извлекаем квадратный корень (если есть)
    # Простой перебор для малого p
    for t in range(p):
        if (t*t) % p == x and (t*t*t) % p == y:
            return t
    raise ValueError("Точка не лежит на кривой y^2 = x^3")

# Генерируем случайный секретный скаляр k (секретный ключ)
k = random.randint(2, p-2)
print(f"Секретный ключ k = {k}")

# Генерируем случайный параметр t для точки P
t_P = random.randint(1, p-1)
x_P = (t_P * t_P) % p
y_P = (t_P * t_P * t_P) % p
P = (x_P, y_P)
print(f"Точка P = {P}, t_P = {t_P}")

# Вычисляем Q = k * P (на сингулярной кривой)
t_Q = (k * t_P) % p
x_Q = (t_Q * t_Q) % p
y_Q = (t_Q * t_Q * t_Q) % p
Q = (x_Q, y_Q)
print(f"Точка Q = {Q}, t_Q = {t_Q}")

# Восстановление k из P и Q:
# k = t_Q * inv(t_P) mod p
inv_t_P = pow(t_P, -1, p)  # мультипликативное обратное
k_recovered = (t_Q * inv_t_P) % p
print(f"Восстановленный ключ k' = {k_recovered}")

# Проверка
assert k == k_recovered, "Ошибка восстановления!"
print("✅ Восстановление выполнено успешно!")

Explanations of the code:

A simple field  F   is chosen  for convenience (a larger one can be used, but then an efficient algorithm for extracting the

square root will be required).

The function  point_to_t recovers the parameter  t  from the coordinates of a point; here a simple enumeration is used,

but in the actual protocol for large  p  the Tonelli-Shanks algorithm is used.

A random secret scalar  k  and a point  P  with parameter  t   are generated .

Q = k·P is calculated   by multiplying the parameters:  t    = k · t   .

The reconstruction  of k  is performed as  t    · t    \pmod p .
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multiplication (CM) implementation on Google Colab →

This code clearly demonstrates that on a singular curve, the ECDLP problem is solvable by simple division. In a real attack, an

attacker could obtain  P  and  Q  from the signatures (or from the key exchange) and recover the secret key.

12. Countermeasures and protection
To prevent the described attacks, it is recommended to take the following measures:

Checking if a point belongs to a curve  – after unpacking a compressed point, always check that the resulting point

satisfies the equation of the original curve  y    = x    + ax + b .

Protection against fault injection  – the use of duplication of calculations, checksums, and time redundancies (for

example, re-executing an operation and comparing the results).

Using full (uncompressed) point encoding  – although this increases the size of the transmitted data, it eliminates the

decompression phase with possible errors.

Physical protection of devices  – shielding, voltage/temperature sensors, fault detectors.

Regular updates of cryptographic libraries  – many vulnerabilities have already been fixed in the latest versions of

OpenSSL, LibreSSL, and other implementations.

Conclusion
Fault injection attacks on elliptic curves with  j = 0  pose a serious threat to systems using secp256k1 and similar curves. The

key point is that even a single point-unpacking fault can force the computation to a singular curve, where the discrete

logarithm problem becomes trivial. This article covered the mathematical foundations, real-world examples of vulnerabilities

(OpenSSL), and offered practical demonstrations that can be reproduced in Google Colab.

Developers of cryptographic systems should pay special attention to verifying the correctness of curve and point parameters

and implement mechanisms to protect against fault injection. Understanding these attacks is important not only for

theoretical cryptanalysis but also for building systems that are resilient to physical attacker access.
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