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Abstract: This paper examines a class of cryptanalytic attacks on protocols based on the discrete logarithm problem (DLP),
particularly on Diffie-Hellman key exchange. The focus is on small subgroup attacks and their generalization, the Lim-Lee
attack (Lim-Lee, 1997). The mathematical foundation, exploitation mechanisms, security methods, and the impact of these
concepts on modern cryptocurrency systems such as Bitcoin are analyzed.

1. Introduction to the Discrete Logarithm Problem

The security of many public-key cryptosystems, including the classical Diffie-Hellman (DH) protocol and Elliptic Curve
Cryptography (ECC), is based on the computational difficulty of the Discrete Logarithm Problem (DLP).

In the multiplicative group of a finite field or in the group of points of an elliptic curve, the problem is formulated as follows:

given a generator of the group g and element y = g, it is necessary to find a secret indicator (scalar) xIf the order of the group
(the number of its elements) has a large prime divisor, the problem is considered unsolvable in polynomial time for classical
computers.

2. Small Subgroup Attacks

Small Subgroup Confinement Attacks occur when a protocol uses a group G, the order of which N= | G| is not a prime
number, but is a composite number that includes small prime factors q,-
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By Lagrange’s theorem, the order of any subgroup divides the order of the group. If N composite, in G subgroups of smaller
order equal to the divisors are guaranteed to exist NIn a small-subgroup attack, an attacker (e.g., an active MitM attacker or a
malicious server) sends the victim an illegitimate public key that belongs to a small-subgroup. g.

Mathematical model of the attack

Suppose Alice and Bob perform a Diffie-Hellman key exchange. Alice generates a secret key a and calculates the public key
A = g" The attacker (Eve) intercepts A and sends Alice a fake element instead of Bob's key B', having a small order ¢ (that is
(B ) =1).

Alice computes the shared secret: § = (B' )" . Because the order B equal g, a common secret S can only accept g possible

i ' d
values, and is actually calculated as S = (B ) (modg)

Eva can try everything ¢ possible values (since ¢ little) and find SThus Eve learns the meaning a« (mod ¢ ) — partial information
about Alice’s secret key.

3. Lim-Lee Attack (Lim-Lee, 1997)

In 1997, Jongin Lim and Pil Joong Lee published a paper extending the concept of small-subgroup attacks to the case where the
secret key is used multiple times (static Diffie-Hellman). Their attack allows one to recover the entire secret key using the
Chinese Remainder Theorem (CRT).

Lima-Li attack algorithm

1. Parameter Analysis: The attacker analyzes the parameters of the cryptosystem and finds a decomposition of the order
of the group N (or the order of the subgroup used, if it is not prime) into factors: N = q,°4," - - -4, R Where q,—

small prime numbers.
2. Sending elements of small order: For each small prime factor ¢, the attacker finds the element y with order g The

attacker initiates k sessions with the victim (or sends a composite element), substituting Y, instead of the legitimate public
key.

3. Partial Information Gathering: Victim figures out the shared secret S = y: By observing the protocol's response (for
example, if the secret is used for symmetric encryption or MAC verification), the attacker can brute-force x =x (modgq, )
The enumeration takes O ( g, ) time.

4. Key recovery: Having assembled a comparison system:
xX=x ( mod q, )
X=X, ( mod q, )

X=X, (moqu)
k

The attacker uses the Chinese remainder theorem to calculate the value x (mod M), Where M= [] q,- If M > x, the key is
i=1

fully recovered. Otherwise, the key search space is significantly reduced.

Historical example: The Lim-Lee attack exposed the vulnerability of many protocol implementations in the 1990s and 2000s
that used parameters without checking that the group order had a large prime factor or without validating incoming public
keys. This led to the standardization of “safe primes” of the form p = 2¢ + 1, Where ¢ also a prime number, and the introduction
of a mandatory Subgroup Membership Test.

4. Relationship with Bitcoin and Elliptic Curve Cryptography

Bitcoin and most modern blockchains use elliptic curve cryptography, specifically the secp256k1 curve, for digital signatures
(ECDSA/Schnorr) and address generation.

The equation of the curve secp256k1 over a finite field Fp:
y2 =x +7 (mod p)

Is Bitcoin susceptible to small subgroup attacks?

The key security parameter of an elliptic curve is the order of its base point G, denoted as nAccording to Hasse's theorem, the
number of points on the curve is close to the size of the field p.

For secp256k1 the order of the point group isnis a prime number (close to 2256). Cofactor h, defined as the ratio of the total

number of points on the curve to the order of the generator n, is equal to 1:

|E(F ) |
h=—_7 -1

n



Since the order of the group is prime and the cofactor is 1, there are no nontrivial subgroups on the curve secp256k1 . The
order of any point on the curve (except the point at infinity) is nTherefore, standard small subgroup attacks and the pure Lima-
Lee attack are not applicable to Bitcoin .

This highlights a fundamental rule of cryptosystem design: using prime order groups is the best defense against Lim-Lee
attacks.

Invalid Curve Attacks

While Bitcoin itself is secure, related protocols that interact with the blockchain (e.g. hardware wallets, multiparty computation
(MPC) protocols, key exchange) may be vulnerable to Invalid Curve Attacks , which are mathematically related to small subset
attacks.

If the implementation of point-scalar multiplication (for example, in a hardware wallet) accepts a point P (x,y) from an
external source, but does not check that the coordinates actually satisfy the curve equation y2 = x> +7, an attacker can send a
point lying on a different curve y2 =X +7 , Where the order of the group has small divisors. A wallet, using point addition
formulas, which are often independent of the coefficient b, will perform the calculation in the “weak” group, thereby leaking
parts of the secret key (as in the Lima-Lee attack).

5. Protection, laws and regulations

To prevent attacks on small subgroups, cryptographic standards prescribe strict rules:

o Safe Parameter Rule: Use groups whose order is a prime number (as in secp256k1) or has a large prime divisor (e.g.,
using safe primes p = 2¢ + 1 in classic DH).

e Subgroup Membership Test: When receiving a public key from another party, it is necessary to verify that it belongs to
the correct subgroup.
In multiplicative DH: verify 1<y<p—-1Andy’ =1 (mod p)In
ECC: check that the coordinates of a point are not zero, the point satisfies the equation of the curve, and n - P = O (Where
O — a point at infinity).

e Limiting Key Reuse: The Lima-Lee attack is effective against static keys. Using ephemeral keys (e.g., ECDHE) limits the
ability to gather information across multiple sessions.

6. Examples of scripts on computer algebra systems

Below are conceptual examples of vulnerability and attack modeling in popular cryptanalysis frameworks.

Python (visual demo)

# [emMoHCTpauMA KOHLEMUUU W3BNEYEHMA KIo4a Yepe3 Marnyio noarpynmny

p = 23 # Manoe npocToe none

g = 2 # leHepaTop MynbTMNNWKaTMBHOW rpynnbl F_p* nopaagka p-1 = 22

# Mopanok 22 coctaBHoW: 22 = 2 * 11. 3HaumT ecTb noarpynnbl nopaaka 2 un 11.

# CekpeTHbln kntod Anucel
x =17
A = pow(g, x, p) # NeruTMHbIN NYGANYHBIA KoY

# 3noyMmbllWNEHHNK HaxoAWUT anemMeHT nopaaka 2
# 9nement y = 22 (71.k. 2272 mod 23 = 484 mod 23 = 1)
y_evil = 22

# 3noymbiwneHHnk otnpasnaeT y_evil Anuce. Anuca BblumcnaeT "o6wmin cekpet':
S = pow(y_evil, x, p)

# 3noymbllNeHHVK 3HaeT, 4To mopagok y_evil paseH 2.

# 3naunt S = y_evilr(x mod 2)

# Ecnu x yetHoe, S = 1. Ecnu X HeueTHoe, S = 22.
print(f"BbiuncnenHbii Anvucon cekpet: {S}")

# Tak kak S = 22, 3n0oyMbIWNEHHWK y3HaeT, yto X mod 2 = 1.
# YacTtb knioya packpbital



SageMath (CRT application for Lima-Li)

# SageMath: Mopenuposanve CRT onAa c6opku knioua

# Mpeanonoxum, 3MOyMbIWMAEHHWK cOBpan OCTaTKy Krioda fo MasbiM MOAyNnAMm
q_list = [2, 3, 5, 7] # Manbie nopaaku noarpynn

rem_list = [1, 2, 4, 3] # MNonyyeHHble octatkm (x mod q_i)

# Vicnonb3ayem kutarickyto Teopemy o6 octatkax (CRT)
x_recovered = crt(rem_list, q_list)

print("BoccraHoBneHHaa vactb kmouda (x mod 210):", x_recovered)
# Ecnn cekpeTHbln kntoy X < 210, oH BOCCTaHOBMEH MOJIHOCTbIO.

Magma

// Magma: MNpoBepka nopsaaka rpynnbl ¥ NOArpynn

Z := IntegerRing();

p := 10009; // MpocTtoe none, mopapok rpynnsl p-1 = 10008

Factorization(p - 1);

// Pesynbtat: [ <2, 3>, <3, 2>, <139, 1> ]

// Tpynna vmeeT manble noarpynnbl nopsakos 2, 3, 4, 8, 9 n 139. Yassumal!

PARI/GP

PARI/GP: Mowuck anemeHTa Manoro nopaaka AnA aTaku
10009;
139; \ LleneBoii Manbiii nopAnok

\
p
q
g = 2; \ BbasoBbili reHepaTop rpynnbl nopaaka p-1

\ Coanaem asnemeHT nopaaka 139 sosseneHvem B cteneHb (p-1)/139
y_evil = Mod(g, p) ((p-1)/q);

print(y_evil);

\ MNpoBepAem nopAaok:

print(y_evil?g); \ Boisepet Mod(1, 10009)

A deep analysis of the Lima-Lee attack and small subgroup
attacks with practical demonstrations in Google Colab

This paper comprehensively examines small subgroup attacks and their generalization, the Lim-Lee attack (1997), in the
context of protocols based on the discrete logarithm problem (DLP). The paper presents the mathematical foundations,
exploitation mechanisms, and protection methods. Particular attention is paid to a practical demonstration of the attacks
using Python scripts adapted for execution in the Google Colab environment. The applicability of these attacks to modern
cryptocurrency systems, in particular Bitcoin, is also discussed, and the stability of the elliptic curve secp256k1 is analyzed. The
security of many asymmetric cryptosystems (e.g., Diffie-Hellman, EIGamal, ECDSA) is based on the computational

complexity of the discrete logarithm problem (DLP). In the multiplicative group of a finite field or in the group of points of
an elliptic curve, the problem is formulated as follows: given a generator g and element y = ¢, find the indicator xIf the order of
the group has a large prime divisor, the problem is considered unsolvable in polynomial time on classical computers.

However, in practice, the correctness of protocol implementation can be compromised due to incorrect parameter selection or
lack of validation of input data. These are the errors exploited by attacks on small subgroups and their generalization, the
Lima-Lee attack .

2. Mathematical foundations

Let G - a finite Abelian group whose order N = | G | composite. According to Lagrange's theorem, the order of each
subgroup divides N. So, if N has a small prime divisor ¢, then in G there is a subgroup of order g.

DLP based protocols typically use a cyclic subgroup < g > simple order p (Where p - a large simple one). But if the group is
chosen incorrectly (for example, N composite), or the attacker can slip in an element from a subgroup of low order, a leak of
information about the secret key occurs.

3. Small Subgroup Attack

Let's consider the classic Diffie-Hellman protocol. Alice and Bob want to develop a shared secret. Alice chooses the secret. g,
calculates A = g and sends it to Bob. Eve, a malicious user, intercepts the message and replaces Bob’s public key with the
element B small order gAlice calculates S = ( B )" . Because the order B equal ¢, meaning S depends only on a mod g. Eva is
trying to find ¢ options are found S and receives a mod ¢gThus, part of the secret key is revealed.



Mathematical model: s= (B ) = (B )™ The attacker goes through everything r € [0, ¢~ 11 and checks if the
calculated one matches S with the real one (e.g. using known plaintext or MAC).

4. Lim-Lee Attack (Lim-Lee, 1997)

In 1997, Jeong In Lim and Pil Jung Lee proposed an extension of the attack to the case of multiple use of a static key (for
example, in long-term key protocols). An attacker can conduct multiple sessions using elements of low order for different
prime divisors. ¢, order of the group, and using the Chinese Remainder Theorem (CRT) to recover the secret key x entirely (or

significantly reduce the search space).

Lima-Li attack algorithm

e e
1. Order factorization N =g ' - qk* "R, Where g, - small primes.

2. For everyone g, the attacker finds the element y order g, (or q:’ ).
3. Conducts k sessions, substituting 3 instead of a legitimate public key. Receives the remainder x =xmodg,.

4. Using CRT calculates x mod M, Where M = [] q,. If M > x, the key has been fully restored.

This attack is especially dangerous when the key is used multiple times (static DH) and the group order has many small
divisors.

5. Example of a vulnerable system and protection

A classic example is a group Z; , Where p — 1 has small prime divisors. If developers use such p without verification, the system

is vulnerable. Protection:

e Use safe primes such as p =2+ 1, Where ¢ - is prime, then the order of the group has only divisors 2 and ¢gThe
subgroup of order 2 is easy to detect and does not provide much information.

e Mandatory validation of public keys (checking membership in the main subgroup).

e Use of ephemeral keys (Ephemeral Diffie-Hellman, DHE/ECDHE).

6. Application to Bitcoin and Elliptic Curve Cryptography

Bitcoin uses the elliptic curve secp256k1 over F . Where p = 2" 2" _977.Base point G has a simple order n (cofactor h = 1).

Since the order of the group is prime, nontrivial subgroups do not exist, and pure small subgroup attacks are inapplicable to
Bitcoin. However, related protocols (e.g., hardware wallets, MPC) may be vulnerable to invalid curve attacks , where an
attacker substitutes a point lying on another curve with small order divisors, thereby obtaining partial information about the
scalar.

7. Hands-on demos in Google Colab

Below are ready-made Python scripts that can be run in Google Colab to demonstrate attacks. They use only standard libraries
( sympy, random, math). For working with elliptic curves, a simple implementation or library is used tinyec (available
through pip install tinyec).

7.1. Installing required libraries
Ipip install sympy tinyec

7.2. Demonstration of an attack on a small subgroup in Z;

In this example, we create a simple field with composite multiplicative group order, find the element of order 2, and show the
leakage of a secret bit.



import random
from sympy import primitive_root, factorint

# Bbibupaem npoctoe p, rae p-1 umeer maneHbkuin aenvtens (Hanpumep, 2)
23 #p-1=22=2*1
primitive_root(p) # Haxoaum nepBoOGpasHbIN KOPEHb

« T
n n

# CekpeTHblni kmod Anucel (nyctb 6yaer cryyanHbim)
x = random.randint(1, p-2)
print(f"CekpetHbiii kmou Anucel: x = {x}")

# INernTUMHbIV OTKPBITBIA KoY
A = pow(g, x, p)
print(f"OtkpbiToin kntou Anwucbl: A = {A}")

# 3noymbliwneHHNK BbiGupaeT anemeHT nopAaka 2 (oH paseH p-1)
yevil=p -1 # (p-1)"2 = 1 mod p

# Anuca BbluncnaeT OGN CEKPET C NoAAerbHbIM KIHOYOM
S = pow(y_evil, x, p)

# Mepeb6opom onpenensem x mod 2
if S==1:
print("x mod 2
else:
print("x mod 2 = 1 (HeuéTtHoe)")

0 (4étHoe)")

print(f"PeanbHbin x mod 2 = {x % 2}")

7.3. Key recovery using CRT (Lima-Lee attack)

Let's assume the attacker has collected the remainders of small modules. We use sympy.ntheory.modular.crt.

from sympy.ntheory.modular import crt

# Co6paHHble ocTaTKu
moduli = [2, 3, 5, 7] # manble genutenu nopaaka
remainders = [1, 2, 4, 3] # x mod g_i (nonydyeHbl 13 atak)

# CRT
x_recovered, modulus = crt(moduli, remainders)
print(f"BoccraHoBnenHoe sHadeHne X (mod {modulus}): {x_recovered}")

# Ecnu peanbHblii X MeHble modulus, OH BOCCTAHOBMEH MOMIHOCTbHIO
real_x = 123 # npumep
if real_x < modulus:

print(f"Monuebin kniou: {x_recovered} (cosnapaet ¢ {real_x})")
else:

print(f"MpocTtpaHcTBo nowvcka cokpaueHo ao {modulus} BapuaHTOB")



7.4 Checking the order of a group and finding elements of small
order

from sympy import factorint, is_primitive_root

p = 10009

order = p -1

print(f"Mopsanok rpynnsi: {order}")
print("PasnoxeHne Ha mHoxutenm:", factorint(order))

# MNpoBepyM, eCTb N Marnble AENUTENN
small_primes = [q for q in factorint(order).keys() if q < 100]
if small_primes:
print(f"Ectb manbie npoctble aenutenu: {small_primes}")
# Hainpém snemeHT nopsagka q (Hanpumep, g=2)
q = small_primes[0]
# Boabmém reHepatop g = primitive_root(p)
g = 2 # ynpoweéHHo, AnA AemMOoHCTpauun
y_evil = pow(g, order // q, p)
print(f"3nement nopaaka {q}: {y_evil}")
print(f"Mposepka: {y_evil}*{q} mod p = {pow(y_evil, q, p)}")
else:
print("Manbix genuTeneit HeT (6esonacHasa rpynna)")

7.5. Invalid Curve Attack on an Elliptic Curve (Conceptual Example)

, . 2 3 . L2 3
To demonstrate, let's create two curves above Fot legitimatey” =x” +x+1andinvalidy =x +x+2, where the second order

has small divisors. We will show how substituting a point with an invalid curve can reveal the bits of a scalar.



# YnpouwéHHaa peanusauma onepaumnii Ha aNIUMNTUYECKON KPUBOW
# (ana o6pasoBaTenbHbIX Lenen)
import random

def is_on_curve(x, y, a, b, p):
return (y*y - (x*x*x + a*x + b)) % p ==

# NMapameTpbl p=23, kpusaa 1: y"2 = x"3 + x + 1 (nerutumnan)

p =123

al, b1 =1, 1

# Kpusasa 2: yM2 = x3 + x + 2 (HeBanuaHasA, HO MMeElOLWAsA Marnblii NOPAAOK)
a2, b2 =1, 2

# Touka Ha HeBanMAHOW KPMBOM C ManbiM nopsaakom (Hanaém nepeGopom)

# OnAa npocToThl BO3bMEM roTOBYlO Touky (ana p=23, b=2 ecTb Touka nopAaka 3)
x_evil, y_evil = 7, 8 # npoBepbTe, 4TO Ha BTOPOW KPWBOIA

assert is_on_curve(x_evil, y_evil, a2, b2, p)

# MNycTb cekpeTHbIi ckanap Anucb
x_secret =7

# INerntuMHoe yMHOXeHMe Ha ckanap (6e3 NPOBEPKM MPUHAANEXHOCTN KPUBOIA)
# Peannsyem crioxeHve n yasoeHue (MPUMUTUBHO)
def point_add(P, Q, a, p):

if P is None:

return Q
if Q is None:

return P
x1, y1 =P
x2, y2 = Q

if x1 == x2 and (y1 + y2) % p == 0:

return None
if x1 == x2 and y1 == y2:

# ynBoeHwne

lam = (3*x1*x1 + a) * pow(2*y1, -1, p) % p
else:

lam = (y2 - y1) * pow(x2 - x1, -1, p) % p
x3 = (lam*lam - x1 - x2) % p
y3 = (lam*(x1 - x3) - y1) % p
return (x3, y3)

def scalar_mult(k, P, a, p):

R = None
Q="
while k:

if k & 1:

R = point_add(R, Q, a, p)
Q = point_add(Q, Q, a, p)
k >>=1
return R

# Anuca nonydaet 3nyl0 TOYKy U BbiuMcnAeT "obwmin cekpeT' (pesynbraT yMHOXEHWA)
S = scalar_mult(x_secret, (x_evil, y_evil), al, p) # Wcnonb3ayem koadppuUMeHTbI NErMTUMHON KpUBOM!

# 3noymbllNEHHNK 3HAET, YTO MOPALOK TOYKW Ha HEeBanWAHOW KPWUBOW paBeH (=3
# n moxeT nepebpaTb BO3MOXHble 3HadeHusa S (ux Bcero 3)
# Ecnu S coBnagaeT ¢ OOHWM M3 HMX, OH y3HAéT x_secret mod q
print(f"Pesynbrat ymHoxeHua: {S}")
# MNepebop Bcex BO3MOXKHbIX X mod 3
for r in range(3):

test = scalar_mult(r, (x_evil, y_evil), al, p)

if test == S:



print(f"Hangeno x mod 3 = {r}")
break

In practice, invalid curve attacks require more careful selection of parameters, but the example given illustrates the basic idea.

7.6 Checking the order of a point on an elliptic curve secp256k1
(demonstration)

We use the library tinyec to work with secp256k1 and verify that the order of point G is a large prime number.

from tinyec import registry
import sympy

# 3arpyxaem kpuylo secp256ki

curve = registry.get_curve('secp256k1")

G = curve.g

n = curve.field.n # nopAamok rpynmnbi
print(f"Mopsagok 6asosoi Touku: {n}")
print(f"Mpoct nn nopagok? {sympy.isprime(n)}")
print(f"Kodaktop: {curve.field.h}")

# Mpoeepum, uyto N*G = Touka B GECKOHEUYHOCTMU

inf = scalar_mult(n, (G.x, G.y), curve.a, curve.field.p) # ecnu Gbl Mbl peanvsosanm
# Ho npouwe: tinyec yxxe nmeeT meTton

print(f"n*G == inf? {n * G == None}") # tinyec wcnonbayetr None ana inf

8. Protection methods and recommendations

To prevent the attacks described, the following rules must be observed:

e Parameter selection: use groups of prime order or with cofactor equal to 1 (such as secp256k1). In the case of a
multiplicative group, use secure primes.

e Validation of input points/keys: checking membership in the correct subgroup (Subgroup Membership Test). For ECC,
this is a check that P lies on the curveand n - P = 0.

e Limit key reuse: Use ephemeral keys to prevent an attacker from collecting enough CRT balances.

e Continuous implementation testing: testing for resistance to invalid curve attacks.

Conclusion

The Lima-Lee attack and small subgroup attacks are classic examples of how mathematical properties of groups can be
exploited to compromise key confidentiality. While modern standards (such as the use of prime-order curves) make these
attacks irrelevant for many systems, they are important to keep in mind when designing new protocols and implementing
cryptographic operations. The presented Google Colab scripts provide a clear demonstration of the attack mechanisms and
reinforce the need for strict data validation. Small subgroup attacks and the Lima-Lee attack demonstrate the critical
importance of proper parameter selection and input validation in public-key cryptosystems. While modern systems, such as
Bitcoin with its prime-order secp256k1 curve, are structurally secure against these vulnerabilities, related implementations and
adjacent protocols require ongoing enforcement of mathematical cryptographic laws (in particular, the Subgroup Membership
Test and curve verification) to prevent secret material from leaking through mathematical backdoors.

Keywords: discrete logarithm, small subgroup, Lima-Li attack, Chinese remainder theorem, cryptanalysis, Bitcoin, secp256kT1,
invalid curve attack.
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