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A research paper with practical demonstrations in Google Colab : This paper examines a modification of Pollard's p method
for solving the elliptic curve discrete logarithm problem (ECDLP) using the GLV endomorphism, as applied to

the secp256k1 curve used in Bitcoin. It analyzes the theoretical foundations of the method, its computational complexity, and
practical feasibility. It provides quantitative estimates of the security degradation (=1 bit) and proves that even with GLV
acceleration, the attack remains computationally intractable for modern classical computers. The final section presents ready-
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made scripts for Google Colab, demonstrating the algorithm’s operation on reduced dimensions, calculating the
endomorphism, and comparing performance.

1. The essence of ECDLP and Bitcoin cryptography

The security of the Bitcoin cryptocurrency (in particular, the ECDSA digital signature algorithm) is based on the elliptic curve
discrete logarithm problem (ECDLP) . Bitcoin uses a specific curve, secp256k1 , defined over a finite field. Fp Formally, the

base point is given G and the public key P (Where P = kG), the cryptanalyst's task is to find the secret key .

In general, the Pollard rho method (Polard p-method) is considered the best algorithm for solving ECDLP . Its computational
complexity is O (Vn ), Where n — order of the base point GFor the secp256k1 curve, which is 256 bits in size, the standard
running time of the Polard method is approximately 0.886 x Vn = 2'%* addition of points.

2. Gallant-Lambert-Vanstone (GLV) method and
endomorphisms

The curve secp256k1 belongs to the class of Koblitz-like curves and has an effectively computable endomorphism ¢, different
from trivial multiplication by a scalar. The GLV (Gallant-Lambert-Vanstone) method exploits this property.
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Endomorphism for secp256k1 is definedas ¢ (x,y) = (Bx (mod p) ,y), Where g — non-trivial cube root of unity in the field
F .
p

Moreover, there is such an integer 4, that for any point P the following relation is satisfied on the curve: ¢ (P) = AP.

GLV acceleration of the Pollard rho algorithm

The GLV method was originally proposed to speed up legitimate computations (scalar multiplication when creating a
signature) by allowing the scalar to be decomposed k into two numbers of half dimension:k =k +k 4 (mod n) However, this

same mathematical apparatus can be turned against the cryptosystem itself.

Using endomorphism, a cryptanalyst can determine equivalence classes of points: a point P is declared equivalent APThis
effectively reduces the collision search space in the Pollard rho algorithm. Theoretically, using equivalence classes of size m (for
secp256k1 and Galois/negation endomorphism m = 6) allows to reduce the number of iterations per factor VmIn practice, GLV
endomorphism provides an attack acceleration (speedup factor) that is 2 times greater than the standard Pollard rho.

Example from cryptanalysis: Using the so-called “negation map” (negation mapping: P And - P) gives a theoretical speedup
of V2 ~ 1.41 times (in practice, about 1.29). By combining the negation map with GLV endomorphism, one can achieve speedup
Ve.

3. Mathematical and cryptographic formulas for a
WordPress website
Definition of ECDLP:

P=k-G

Where P — public key, G — curve generator, k — the desired private key.

The equation of the secp256k1 curve is:

yz =x +7 (mod p)

Where p=2"" _2% _2° _2° 2" _2° _o* 1.

Pseudo-random walk in Pollard Rho:
We divide the set of points into 3 disjoint subsets §..8,.8,. Point update X =aG+DbP:
ififif
X, +G, Ile_ ES1
X ={ 2x, IfX €5,

X +P, Ile_ SN

GLV Endomorphism:

¢ (X) = (px (modp) ,y) =X

4. Parameters in numbers and laws

e Dimension of secp256k1: p has a length of 256 bits. A group of points n also a 256-bit prime number.

e Attack Difficulty (Base): O (Vi) = 2% operations of addition of points.

e GLV Acceleration: Reduces computational complexity by approximately V2 or more times, reducing the bit strength from
128 bits to ~127 bits (operations 2127).

e Moore's Law and Cryptanalysis: Despite GLV acceleration, complexity 2'7 Classical operations remain unachievable for
existing and future classical computers (requiring exascale clusters for millennia). The attack is only relevant for weak
(short) keys or curves with generation errors (for example, cracking a 15-bit key for educational purposes).



5. Examples of algorithm implementation

Example in Python:

def pollard_rho_ecdlp(G, P, n, E):
# YnpoueHHan mopenb ANA AeMOHCTpaumm
def next_step(X, a, b):
# Xew ot X.x() anAa pasgeneHvs Ha MHOXecTBa
subset = int(X[0]) % 3
if subset == 0:
return X + G, (a+ 1) %n, b
elif subset == 1:
return 2 * X, (2 *a) %n, (2*b) %n
else:
return X + P, a, (b +1) %n

X_tortoise, a_t, b_.t =G, 1, 0
X_hare, a_h, b_h = next_step(X_tortoise, a_t, b_t)

while X_tortoise != X_hare:
X_tortoise, a_t, b_t = next_step(X_tortoise, a_t, b_t)
# 3aAu penaeT ABa wara
X_hare, a_h, b_h = next_step(X_hare, a_h, b_h)
X_hare, a_h, b_h = next_step(X_hare, a_h, b_h)

# Konnuaua HavipeHna: a_t G+ b t P=ah G+ b_hP
#=>(b_t-Dbh)P=(ah-at)a

# k=(a_h-a_t) / (b_t - b_h) mod n

from sympy import mod_inverse

numerator = (a_h - a_t) % n

denominator = (b_t - b_h) % n

if denominator == @: return None # Heynaua

k = (numerator * mod_inverse(denominator, n)) % n
return k

Example on SageMath (for researchers):

OnpeaneneHve napametpoB secp256k1 (ymeHbuieHHan Bepcua ansa Tecta)
= 10159 # ManeHbkoe npocToe 4ucrno AnA npumepa

GF(p)

EllipticCurve(K, [0, 7])

E.gens()[0]

= G.order()

#
p
K
E
G
n

# MeHepauma kniouen
secret_k = 1234
P = secret_k * G

# BcTpoeHHbI MeToa auckpetHoro norapudgma (ncnonsayer BSGS mnu Pollard Rho)
# SageMath aBTOmaTMyeckn onTUMM3UPYET MOWCK

found_k = discrete_log(P, G, operation="+")

print(f"CekpetHbiii kniou: {found_k}")

assert found_k == secret_k

5.1 The algorithm for solving ECDLP in general is Pollard’s p
method

The security of the Bitcoin cryptocurrency and many other blockchain systems relies on the strength of the ECDSA digital
signature algorithm , which is based on the elliptic curve discrete logarithm problem (ECDLP) . Bitcoin uses the
standardized secp256k1 curve, defined over a prime field. Fp with the equation:



YVo=x +7 (modp), p=2"0_2"_2" 2% 27 2% ot 1.

The generator G has prime order n (also a 256-bit number). The public key P is given by P =kG, where k is a secret scalar.
Finding k given P and G is the essence of ECDLP.

The best known classical algorithm for solving ECDLP in general is Pollard's p method with complexity O (Vn) operations of
adding points, which for 256-bit order gives about 2% steps. However, the special properties of the secp256k1 curve, namely
the presence of an efficiently computable endomorphism , allow for the acceleration of both legal computations (scalar
multiplication) and, in theory, attacks. This article is devoted to a detailed analysis of the GLV-accelerated version of Pollard’s
p method , its mathematical justification, quantitative evaluation, and practical demonstration.

7. Mathematical foundations of ECDLP and GLV
endomorphism

7.1 The Discrete Logarithm Problem on an Elliptic Curve

Formally, ECDLP is stated as follows: given an elliptic curve E over a finite field, a point G (of order n)and P in a subgroup
generated by G, find aninteger k (0< k < n)such that:

P=k-G.

7.2 Endomorphism of the curve secp256k1

The curve secp256k1 belongs to the so-called Koblitz curves and has a nontrivial endomorphism ¢, which at the points is
defined as:

¢(x,y) =(px (modp),y),

Where g — the cube root of unity in Fp, satisfying [33 =1 (modp),pB# 1. Atthe same time, there is a whole 2 such that for any

point Q on the curve the following holds:
$(Q)=4-0.

For secp256k1 specific values are known g And 4, which can be calculated in advance. This endomorphism allows us to
factorize an arbitrary scalar k into two numbers of half dimension:k =k +k,4 (mod n ), which significantly speeds up the
multiplication by a scalar operation. However, the same feature can also be used to speed up attacks.

7.3. GLV acceleration of the Pollard p method

The standard Pollard p algorithm constructs a pseudorandom sequence of points X =aG+bP and looks for a collision
X = X/_When a collision is detected, a linear relationship is obtained between G and P, from which the secret key ks
extracted .

The idea of GLV acceleration is to identify points connected by an endomorphism , that is, to consider Q and ¢ (Q)
equivalent. This reduces the search space in Vi times, where m is the size of the equivalence group. For secp256k1, it can be
used as an endomorphism ¢, as well as the display of negation 0 - — QThe combination gives m = 6, which gives the
theoretical acceleration factor V6 =~ 2.45In practice, due to the overhead and probabilistic nature, a speedup of approximately 2

128

times is achieved (i.e., the complexity is reduced by 2 ™~ to 2" operations).

Thus, the bit strength of secp256k1 against Pollard’s p attack with GLV optimization is ~127 bits , which is still prohibitively
high for any existing and foreseeable classical computing power.

8. Quantitative assessments and practical significance

e Group order: n =2 2% is a prime number.

e Complexity of standard p: ~0.886 - Vn ~ 2'77® addition of points.

e Complexity of GLV-accelerated p: ~ 2" additions (reduction by 1 bit).

¢ Even with an optimistic performance assumption (e.g. 10 '> operations per second) the hacking time will be
277 /10" ~1.7 - 10 seconds, which is many orders of magnitude greater than the age of the Universe.

Therefore, GLV acceleration does not pose a real threat to Bitcoin; it is more of academic interest, demonstrating the

importance of considering algebraic structures when designing cryptographic systems.



9. Hands-on demo in Google Colab

Below are ready-made Python and SageMath scripts that can be run in Google Colab (or locally) to illustrate the algorithms. All
examples use reduced parameters (small prime numbers) to ensure the calculations are feasible in a reasonable amount of
time. However, they fully reproduce the attack logic.

9.1. Installing required libraries

# B Google Colab moxHo ycTtaHoBMTL SageMath uepes conda, HO aTo 3aHMMmaeT BpewmsA.

# OnAa npocToTbl Mbl ucnonbdyem unctbli Python ¢ 6ubnuoTtekon sympy anAa MoaynbHOW apuMETUKM.
Ipip install sympy

Ipip install fastecdsa # ana pa6otbl ¢ secp256k1 (onumoHanbHO)

9.2. Realization of the classical Pollard p for a small curve

The following code defines an elliptic curve over a small field (say p=10159) and performs a secret key search using the p
method without endomorphism.

import random
from sympy import mod_inverse

# MapameTpbl manoi kpueow (TecTosas)
p = 10159

a==0

b=7

# OYHKUMA CNOXEHWA TOYEK Ha BNNUNTUYEcKoW KpueBon (adydmHHbIE KOOPAMHATHI)
def add_points(P, Q):
if P is None: return Q
if Q is None: return P
x1, y1 =P
x2, y2 =Q
if x1 == x2 and y1 == (-y2) % p:
return None # Touka Ha 6eckOHeEYHOCTU
if P ==Q:
# ynBoeHwue
lam = (3 * x1 * x1 + a) * mod_inverse(2 * y1, p) % p
else:
lam = (y2 - y1) * mod_inverse(x2 - x1, p) % p
x3 = (lam * lam - x1 - x2) % p
y3 = (lam * (x1 - x3) - y1) % p
return (x3, y3)

def scalar_mul(k, P):

# GuHapHOe BO3BedeHWe B CTeMNeHb

R = None

base = P

while k:
if k & 1:

R = add_points(R, base)

base = add_points(base, base)
k >>=1

return R

# TeHepupyeM KpUBYIO U TOYKM

# OnAa npoctothl 6yaeM ucrnonb3oBath npeaonpenenérHyto touky G (reHepatop)

# n eé nopanok n (3apaHee BbluMcneHHbIn ana p=10159)

G=(0, 1) # daktmueckn ana p=10159 n kpusoi y*2 = x"3+7 Touka (0,1) He NEXUT; 3aMEHNM Ha KOPPEKTHYIO
# Ho anA pemMoHCTpaumm Mbl MCMOMb3yeM BCTPOEHHYIO KpuBylo M3 Sage (cm. cneaylowwmii npumep)

print("Ona pnemoHcTpauun ucnonb3yem SageMath (cm. paspen 4.4)")

Note: Due to the cumbersome nature of manually defining the curve, we recommend using SageMath for actual calculations.
A Sage example is provided below.



9.3 Computing endomorphism parameters for secp256k1

The following Python script uses the library fastecdsa to calculate values g And 4 for the real curve.

from fastecdsa.curve import secp256k1
from fastecdsa.point import Point
from fastecdsa import keys

MapameTpbl KpnBOW
= secp256k1.p
= secp256k1.q
= secp256k1.G

D S T =

# Haxoomm ky6buueckmii kopeHb 13 1 B none F_p
# MNMouck metogom nepe6opa (4AnNA AEMOHCTPauMM, Ha MPaKTUKE WCMOMb3yTCA anropuTMbl)
def cube_root_of_unity(p):
for x in range(2, p):
if pow(x, 3, p) == 1 and x != 1:
return x
return None

beta = cube_root_of_unity(p)
print(f"beta = {beta}")

# lambda = takoe, uto phi(G) = lambda * G

phi_G = Point(beta * G.x % p, G.y, curve=secp256k1)

# Haxoomm lambda kak amckpetHbiii norapudm phi_G no G (ManeHbkuil NOPAAOK, MOXHO rnepe6Gopom)
# 3necb Mbl NPOCTO McMoONb3yeM U3BECTHOe 3HauyeHue anAa secp256ki:

lambda_known = @x5363ad4cc05c30e0a5261c028812645a122e22ea20816678df02967c1b23bd72

print(f"lambda = {lambda_known}")

# Mposepka: phi(G) == lambda * G

phi_G_check = keys.scalar_mult(lambda_known, G)
print("phi(G) =", phi_G)

print("lambda*G =", phi_G_check)

assert phi_G == phi_G_check
print("3ngomopdnam noarsepkaéH.")

9.4 Demonstration of ECDLP solution on a small curve using
SageMath

SageMath provides a built-in function discrete_logthat automatically applies optimized algorithms (including Pollard p and
BSGS). You can install Sage in Colab using !'apt-get install sagemath [this takes time]. Below is the code for running it
locally or in Colab with Sage pre-installed.



# 3anyck B SageMath (mnm B Python ¢ mmnoptom sage)
p = 10159

K = GF(p)

E = EllipticCurve(K, [0, 71)

G = E.gen(0) # 6epém reHepatop

n = G.order()

print(f"Mopsagok rpynnbi: {n}")

# F'eHepupyeM cnyyanHbIii Koy
k = randint(1, n-1)

P=k*GaG

print(f"CekpetHbin kmou: {k}")

# Pewaem ECDLP metomom Monnapaa rho (Sage BbiGvpaeT onTvManbHbin)
found = discrete_log(P, G, operation="+")

print(f"HangenHbii knou: {found}")

assert found ==

print("Ycnewno!")

# OnAa cpaBHeHuA: 3anycTum ¢ napameTtpom algorithm='pollard-rho' asHo
found_rho = discrete_log(P, G, operation="+", algorithm="rho")
print(f"Pollard rho peaynbrar: {found_rho}")

9.5. Simulation of GLV acceleration on a small curve

Since implementing full GLV acceleration on small curves requires additional work, we propose proof-of-concept code that
models the reduction of the search space through the use of equivalence classes. In practice, this yields a speedup of ~2x for
secp256k1.

import math

# Teopetnuecknin daktop yckopenus ansa secp256k1 ¢ negation + GLV
m=06

speedup = math.sqrt(m)

print(f"Teopetnuecknin daktop yckopenus: {speedup:.3f}")

# CnoxxHocTb cTaHpapTHoro anroputma ~ 27128 onepauwii

# CnoxHocTb yckopeHHoro ~ 2728 / speedup = 2M27.2
bits_reduction = math.log2(speedup)

print(f"CHuxeHnne 6utoson ctoikoctu: {bits_reduction:.2f} 6ut")

Conclusions

The analysis shows that Pollard’s GLV-accelerated p method does indeed slightly reduce the time it takes to solve ECDLP on the
secp256k1 curve, but this reduction does not exceed 1 bit of security (from ~128 to ~127 bits). This reduction has no practical
impact on Bitcoin security, as the required computational resources remain astronomically far below the capabilities of
classical computers.

Nevertheless, studying such modifications is important for understanding the limits of applicability of standard cryptographic
assumptions and stimulates the development of post-quantum algorithms. The presented Google Colab scripts allow
researchers and students to independently reproduce key stages of the attack on reduced dimensions, verify the correctness
of the mathematical calculations, and evaluate the impact of endomorphism on performance.

Conclusion: GLV acceleration does not currently pose a vulnerability for Bitcoin. However, for security purposes, the
community continues to monitor the development of quantum computing and the improvement of classical algorithms, which
may require a transition to more robust curves or the use of post-quantum schemes.

In 2026, researcher Giancarlo Lelli solved ECDLP for a 15-bit key on a cloud-based quantum processor, earning a reward of 1
BTC. This case demonstrates that the algorithms work flawlessly for “toy” parameter sizes. However, for real Bitcoin
transactions (256 bits), even with GLV acceleration and parallelization, ECDLP remains a classically unsolvable problem.

GLV-accelerated Pollard rho is currently an academic cryptanalytic fact: it shows that secp256k1 is “weaker” than a 256-bit
random curve by exactly 1 bit of security (providing the equivalent of a 254-255-bit random curve). In the context of a 128-bit
security threshold, this factor does not make Bitcoin vulnerable in practice.
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