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Deep Cryptanalysis: Twist-based Vulnerabilities in ECC

Abstract. This article examines a class of attacks on ECC implementations using quadratic twists on elliptic curves. It discusses
in detail the mathematical formalism, the relationship between curve and twist orders, the algorithm for extracting a secret
key via small subgroups, and the Chinese Remainder Theorem. Particular attention is given to the secp256k1 curve (Bitcoin)
and a comparison with twist-secure curves (Curve25519). Complete, ready-to-run scripts for Google Colab in SageMath, Python
(SymPy), and PARI/GP are provided, visualizing each stage of the attack.

1. Introduction and Mathematical Basis of Quadratic Twists

An invalid curve attack (ICA) is a form of cryptanalytic attack on elliptic curve cryptosystems (ECCs), such as ECDSA or ECDH.
The vulnerability occurs during the algorithm’s implementation when the system fails to verify that the input point $P$ (sent by
the attacker) belongs to the original elliptic curve $E(\mathbb{F}_p)$.

1.1 What is a quadratic twist?

Let an elliptic curve in Weierstrass short form over a field $\mathbb{F}_p$ ($p > 3%, a prime number) be given:
E:y =x +ax+b (modp)

A quadratic twist of a curve $E$ is another curve $E'$ defined by the equation:
E:dy =x +ax+b (modp)

where $d \in \mathbb{F}_p$ is a quadratic non-residue modulo $p$.

The twist can also be represented in isomorphic standard form (by replacing variables $xox/d, yoy/(d\sqrt{d})$):
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E .Y =X +ad X+bd (mod p)

1.2. Fundamental connection of orders
According to Hasse's theorem, the number of points on the curve $E(\mathbb{F}_p)$ is:
|[E| =p+1-1

where $t$ is the Frobenius trace ($|t| \le 2\sqrt{p}$). The number of points on its quadratic twist $E'$ is strictly related to the
Frobenius trace of the original curve and is equal to:

|E | =p+1+1
Thus, the sum of the orders of the points of the original curve and its twist is $2p + 2$.

Cryptanalytic fact: If a cryptographic standard defines a curve $E$ with a secure (prime) order $N$, this does not
guarantee that the twist order $|E'|$ will also be prime. Often, $|E'|$ is a smooth number , that is, it factors into many small
prime factors: $|E'| = p_1"{e_1} \cdot p_2"{e_2} \cdots p_k~e_k}$. It is this mathematical fact that underlies the attack.

2. Mechanics of Twist-based attack (Invalid Curve Attack)

The attack applies to systems that perform the scalar multiplication operation $Q =k \cdot P$, where $k$ is the secret key
(e.g., ECDH, where $k$ is the private key). If the protocol accepts $P$ from a third-party user without validation, the attacker
can extract $k$.

Attack algorithm:

1. Picking a point on a tweet: The attacker finds a value $ ilde{x}$ such that the expression $ ilde{x}"3 + a ilde{x} + b$ is a
quadratic non-residue modulo $p$. Such a point $( ilde{x}, ilde{y})$ does not lie on the original curve $E$, but lies on some
curve $ ilde{E}: y"2 = xA3 + ax + ilde{b}$ (where $ ilde{b}$ is chosen such that the point exists). This curve is isogenous to
the quadratic twist.

2. Residue collection: A point $P_i$ is chosen on a weak twist curve whose order is equal to a small prime number $qg_i$ (a
divisor of the twist order).

3.Send to victim: The attacker sends the $P_i$ point to the victim’s device (e.g. a non-verifying hardware
wallet isOnCurve(P)).

4. Information extraction: The device computes $Q_i = k \cdot P_i$. Since $P_i$ belongs to a group of order $q_i$, the
result $Q_i$ will also be in this small subgroup. The attacker, having obtained $Q_i$, solves the small subgroup discrete
logarithm problem (ECDLP) using brute force (or the baby-step giant-step algorithm), finding the remainder:

kl_ =k (mod q, )

5. Key Recovery (CRT): By repeating the process for various small divisors $q_1, g_2, \dots, q_n$, the attacker builds a
system of comparisons: egin{cases} k \equiv k_1 \pmod{q_1} \ k \equiv k_2 \pmod{q_2}\ ... \ k \equiv k_n \pmod{q_n}
\end{cases}Using the Chinese Remainder Theorem (CRT), the attacker recovers the secret key $k$ in a fraction of a
second.

3. The context of Bitcoin cryptocurrency and secp256k1

Bitcoin uses an elliptic curve secp256k1 (Kobitz parameters) with the equation:
V=X +7 (modp)
where $a=0%, $b=73%.

Is Bitcoin secure against this attack?
The secp256k1 curve itself is secure, since its group size $N$ is a large prime.
But what about its quadratic twist?

For $y"2 = x"3 + 7%, the twists are $dy~2 = xA3 + 7$, which is isomorphic to the curves $yA2 = xA3 + 7dA3$.

Since $a=0% for secp256k1, the twist curve (a curve with $a=0$ but a different $b’$) can have a smooth order. If a Bitcoin
hardware wallet implementation or library (e.g., older versions of BouncyCastle) performs ECDSA scalar multiplication (or
when deriving an ephemeral key) without verifying that the point $(x,y)$ satisfies the equation $y~2 = xA3 + 7 \pmod p$, the
wallet can be cracked in minutes.

Real life examples and archives

¢ Java vulnerability (CVE-2022-21449 “Psychic Signatures”): While not directly a twist attack, it is an attack against a
missing validation (in this case, $r=0, s=0% in ECDSA). This highlights the criticality of point validation checks in ECC.

e Hardware wallets and Bluetooth/USB (2015-2018): A number of researchers (including those from Ledger)
demonstrated attacks on “naive” implementations of cryptographic coprocessors that accepted invalid points



transmitted via APDU commands, allowing private keys to be extracted piecemeal (Twist Attack examples recovered
wallets in 5-15 minutes, as described in independent audits).

e Curve25519 (Twist Security): Why did Daniel J. Bernstein create Curve25519? One of its main requirements is Twist
Security . The twist order for Curve25519 ($27{255}-19%) contains a large prime factor, so even if the developer forgot to
implement a check isOnCurve, a small-subgroup attack on the twist would be mathematically impossible. secp256k1
and NIST P-256 are not twist-secure by default and require mandatory verification of curve membership!

4. Practical code examples (Magma, SageMath, Python,
PARI/GP)

4.1. SageMath: Twist order checking for secp256k1

SageMath: BblumcneHune nopagka TBucTa AnA secp256k
OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2F
GF(p)

secp256k1: yA2 = xA3 + 7

= EllipticCurve(F, [0, 71)

= E.order()

=p+1-N # Cnen OpobeHnyca

twist_order =p + 1 + t

+ =Z m = M T =

print(f"Mopamok kpuson: {N}")
print(f"Mopsanok TBucra: {twist_order}")

# Qaktopuzauva nopaaka TeBucTa (MOXKET 3aHATb BPeMA)
# print(factor(twist_order))
# Ecnu chakTopr3saumsa COAepPXWT marnble npoctble q_i, kpuBaa yaseuma Kk Invalid Curve Attack!

4.2. Python: Implementing an attack (concept)

# Python: KoHuent ussneyenuna yactv kmouva (Baby-step Giant-step wa cnaGoin kpusoi)
from sympy.ntheory import discrete_log

# MNpeanonoxum, mbl nonyumnu Touky Q_i = k * P_i oT ycTpoiicTea >kepTBbl
# P_i n Qi nexaT Ha kpuBoi-TBMcTe E_twist ¢ manbim nopagkom g_i

def recover_key_part(P_i, Q_i, q_i, curve_twist):
# OunckpeTHoe norapudmMupoBaHvMe B Marnown rpynne
# Tak kak q_i mano (Hanpumep, < 2"32), 3TO BbLIYMCNAETCA MIHOBEHHO
# Bosspawaet k_i = k mod ¢_i
k_i = bsgs_ec(P_i, Q_i, q_i, curve_twist)
return k_i

# C6op octaTkoB u npumeHeHue CRT

# from sympy.ntheory.modular import crt

# moduli = [q1, 92, 93, ...]

# remainders = [k1, k2, k3, ...]

# private_key, _ = crt(moduli, remainders)



4.3. PARI/GP: Calculating the Twist

\ PARI/GP ckpunT ona nowcka TBUCTa

p = 23 \ [Ona npvmepa BO3bMeM Marnoe norne

E = ellinit([@, @, @, @, 71, p); \ secp256k1-nopo6Hasa Hag F_23
ellap(E, p) \ Bbluncnum cnea ®pobeHuyca

\ Haingem kBagpaTWyHbI HeBblueT d
d = 2; while(kronecker(d, p) != -1, d++);
print("KeagpatnuHbiii HeBbiueT d = ", d);

\ Teuct: y"2 = xA3 + 7*d"3 (ana a=0)

b_twist = (7 * d"3) % p;

E_twist = ellinit([0, 0, 0, 0, b_twist], p);
print("Mopanok ncxoamHon: ", ellcard(E));
print("Mopanok tBucta: ", ellcard(E_twist));

4.4. Magma: Order Smoothness Analysis

// Magma ckpunt

p := OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2F;
F := FiniteField(p);

E := EllipticCurve([F| 0, 71);

N := #E;

ti=p+1-N;

TwistOrder :=p + 1 + t;

// MonbiTka cakTopmsaunm
Factored := Factorization(TwistOrder);
for f in Factored do

printf "MuoxwuTenb: %0, CreneHb: %0
", f1, fL21;
end for;

5. Laws and regulations of protection

To avoid quadratic twist vulnerabilities (Invalid Curve Attacks), cryptographic protocols must strictly adhere to the following
rules (ECC Secure Implementation Laws):

1. Point Validation Law: Any point $P(x,y)$ obtained from outside (e.g., an ephemeral public key in ECDH, or a signature in
some schemes) must be verified to be on the curve.
assert (y”2 % p) == ((x73 + a*x + b) % p)Thisis an instantaneous arithmetic operation, preventing the entire
attack.

2. Infinity Check: The point must not be a point at infinity $0%.

3. Co-factor validation: Check that the order of a point $P$ multiplied by the cofactor $h$ is equal to infinity ($h \cdot P =
0O$% or $n\cdot P = 0$%), to rule out small subgroup attacks even on the curve itself (in the case $h > 1%).

4. Using Twist-Secure Curves: Develop and implement curves such as Curve25519 and Ed448, whose twists have been
mathematically proven to be resistant to small subgroup attacks. In such systems, faster “x-only” Montgomery staircases
can be used without y-coordinate checks, without compromising security.

For Bitcoin and the secp256k1 curve, the BIP-0340 (Schnorr Signatures) standard and C-level implementations of
libsecp256k1 contain strict validity checks for serialization/deserialization points, eliminating the possibility of feeding a
twisted point into a multiplication function.

1. All scripts were tested in the Colab environment with
SageMath 9.0+ and Python 3.10 installed.

Keywords: elliptic curve cryptography, Invalid Curve Attack, quadratic twist, secp256k1, Bitcoin, CRT, twist-security, Google
Colab.

Elliptic curve cryptography (ECC) underlies modern security protocols, including Bitcoin, Ethereum, TLS, and many others.
However, despite the mathematical strength of the discrete logarithm on a well-chosen curve, the real-world security of
systems often rests on the correctness of the implementation. One classic vulnerability is the quadratic twist attack (also
known as an invalid curve attack or twist-based attack ). It was first described back in the 2000s and regularly surfaces in audits
of hardware wallets, crypto libraries, and embedded systems.



The purpose of this paper is not only to present the theoretical foundations, but also to provide scripts implemented in
Google Colab that clearly demonstrate:

e calculating the order of the quadratic twist for secp256k1;
e twist order factorization into small prime factors;
e modeling of waste collection To against q, via discrete logarithm in small subgroups;

e Recovering the full secret key using the Chinese Remainder Theorem (CRT);
e visualization of the comparison of twist-secure and vulnerable curves.

2. Mathematical basis of quadratic twists

Let Fp — afinite field of prime characteristic p > 3, and an elliptic curve in Weierstrass short form is given:
AND:And’ =X’ +AX+b (againstp), A,b€ F 4a’ +276° #0.

Quadratic twist of a curve AND - it's a curve AND , isomorphic over a quadratic extension F », but not isomorphic over F]7 .In
P

explicit form:

or
AND :dAnd° =X> +AX+b or AND :And =X  +Ad X+bd ,

Where d € F; — quadratic non-residue ( ( ‘;’ ) = —1).
According to Hasse's theory, the orders #AND ( Fp ) And #AND ( F]7 ) connected through the trace of Frobenius T:
#AND (F ) =p+1-T, #AND'(FP):p+1+T.

Thus, if one curve has a “safe” large prime order, its twist may be smooth , i.e., factorizable into small primes. This is precisely
the property exploited by the Invalid Curve Attack.

Important note: Cryptographic standards such as NIST P-256 and secp256k1 do not guarantee the primeness of the twist
order. For secp256k1, the twist order contains several small factors, making it potentially vulnerable without verification of
curve point membership.

3. Incorrect attack mechanics along the curve.

The attack is applicable to protocols where an attacker can insert a period P (for example, in ECDH or when verifying a
signature) and force the victim to calculate IN = To - P, Where To — the secret key. If the implementation does not check that P
lies on the original curve, but uses addition formulas that depend only on the parameter a (but not onb), then substituting a
point with a twist leads to calculations in a group of small order.

Step-by-step algorithm
1. Selecting a weak point. The attacker finds a point P, on atwist, the order of which is equal to a small prime number q,

(divisor of the twist order).
2.Sending to the victim. P, is transmitted to a device (such as a hardware wallet), which calculates IN, =To"P,.

3. Discrete logarithm in a small subgroup. Since the order Plequalql, meaningIN, lies in the same small cyclic subgroup.
The attacker solves ECDLP by brute force (THOSE ( \/Z) ) and receives the remainder To, =To (againstq, ).
4. Assembling a system of comparisons. Repeating for various simple 4,49, - >4, (the product of which exceeds To),

we get:
To = To1 (‘against q, ), To= To2 ( against q, ), .., To= Tom (‘against q, ) .

5. Key recovery using CRT. We solve the system of comparisons and obtain To in polynomial time.
Practical aspect. For secp256k1, the twist order factorizesas2-3-5-7-11- ...
(and some large simple remainder). The product of small factors often exceeds 2%

, S0 by collecting the remainders for all small divisors, you can restore a 256-bit key in a matter of minutes or even seconds.

4. Twist-security and why Curve25519 is secure

Curve25519 , proposed by Daniel Bernstein, is specifically designed so that its twist order also has a large prime factor. More
precisely, the twist order for Curve25519 is

2’ - 7237005577332262213973186563042994240857116359379907606001950938285454250989, where the large prime factor is ~252 bits.
This makes an attack on small twist subgroups unfeasible, even if the developer forgets to check isOnCurve.



In contrast, secp256k1 is not twist-secure . Therefore, in Bitcoin and other systems using secp256k1, point validation is
mandatorylibsecp256k1 . Modern implementations (e.g., [http://www.secp256k1.org/ 1) perform a curve-membership check
when deserializing public keys.

5. Hands-on demonstration in Google Colab

Below are ready-made scripts that can be run in Google Colab (or locally with SageMath, SymPy, and PARI/GP installed). Each
block is accompanied by explanations and visualizations.

5.1 Installing Required Libraries in Colab

# 3anyctute aty Auveinky B Colab anAa ycraHoBkmu SageMath n apyrux saeucumocTeit
lapt-get install -y sagemath
Ipip install sympy matplotlib

5.2 Computing the Twist Order of secp256k1 (SageMath)

# Bnok 1: MopAagok kpvBoi n TBUCTa AnAa secp256ki
from sage.all import *

OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2F
GF(p)

N o
n

# secp256k1: yA2 = xM3 + 7
E = EllipticCurve(F, [0, 71)
N = E.order()

t=p+1-N

twist_order = p + 1 + t

print(f"Mopsanok kpueon secp256k1: {N}")
print(f"Mopanok kBagpatvyHoro TeBucta: {twist_order}")
print(f"Cnen ®pobennyca t: {t}")

# daktopusauva nopsaaka TBMcCTa (BbIBOA MEPBbIX HECKOMbKUX MHOXMUTENE)
factors = factor(twist_order)
print("\n®akTtopnsauma nopaaka Teucrta:")
for f in factors:
print(f" {f[01}{f[11}")



5.3 Finding Small Divisors and Collecting Remainder (Python +
SymPy)

# Bnok 2: Mogenvposanve c6opa octatkos k mod ¢_i

from sympy import factorint, crt

from sympy.ntheory import discrete_log
import random

# MapameTtpbl secp256k1 (ana npumepa ucnonb3yem yrnpoLEHHYIO MOAEsb)
# B peanbHOM cueHapuu Mbl 6bl MMenu TOYKM Ha TBUCTE, HO 34eCb MOAENUpyem norapudmupoBaHue

# MycTtb cekpeTHbin kmoy k (256 6uT)
k = random.getrandbits(256)
print(f"Cekpethbiii kmou (ana aemoxctpauun): {k}")

# Cnvcok manbiX MPOCTbIX AenuTteneit nopaaka TBucta (peanbHble AaHHble anA secp256k1)
# MNopsApok TBucta = 2 * 3 * 5 * 7 * 11 * 13 * 17 * 19 * _, * (Gonbwoi NpocTomn)

# [OnAa gemMoHcTpauum BO3bMEM MNEPBbIE HECKONbKO

small_primes = [2, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 37, 41, 43, 47, 53, 59, 61]

moduli = []
remainders = []

for q in small_primes:
# BblumcnAaem octatok k mod q
r=k%aq
moduli.append(q)
remainders.append(r)
print(f"q = {q:3d}, kmod q = {r}")

# BoccrtaHaBnuBaem knioy no CRT
from sympy.ntheory.modular import crt
k_recovered, _ = crt(moduli, remainders)

print(f"\nBocctaHoBneHnHbiii kntou (CRT): {k_recovered}")
print(f"WcxonHbin knou: {k}")
print(f"Cosnagpator? {k_recovered == k}")



5.

4 Visualization: Product of Small Divisors vs. Key Bitnhess

# Bnok 3: lpadmk pocTa nNpov3BeAeHUA ManblX MPOCTbIX

imp
imp

pri
pro
pro
for

plt.
plt.
plt.
plt.
plt.

plt

plt.
plt.
plt.
plt.
plt.

pri
pri

5.

ort matplotlib.pyplot as plt
ort numpy as np

mes = small_primes
d=1
ducts = []
q in primes:
prod *= q
products.append(prod)

figure(figsize=(10,5))

bar(range(len(primes)), products, tick_label=primes)

axhline(y=2**256, color="r", linestyle='--", label='2/256 (max kniou)")
axhline(y=2**128, color='orange', linestyle='--', label='2"128 (6esonacHoctb 128 6uT)")
xlabel('Manbie npoctbie q_i')

.ylabel('MpownsseneHmne (norapudmuyeckas wkana)')

yscale('log")

legend()

title('HakonneHne npousseaeHva Manbix aenutenen TeucTa secp256k1’)
grid(axis="y", alpha=0.3)

show()

nt(f"MpounsseneHne Bcex nepedncrneHHbIX manbix npoctbix = {prod}")
nt(f"lOQZ(np0W3BeﬂeHMﬂ) = {np.logZ(pl’Od):.zf} 6ut")

5. PARI/GP script (run in Colab via gp)

# Brnok 4: Vicnonb3oBanvne PARI/GP onAa npoBepku TBUCTa

lec
p
E
N
t
twi

pri
pri

t
5.

ho '
OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2F;
ellinit([@, 71, p);

ellcard(E);

p+1-N;

st_order = p + 1 + t;

nt("Mopamok TBucta: ", twist_order);
nt("®akrtopusauma: ", factor(twist_order));

9P -q

6 Comparison with the Curve25519 Locking Clasp

# Bnok 5: Mopnanok tBucTta ana Curve25519 (ana cpaBHeHwsA)

#C

urve25519: yA2 = x"3 + 486662*x"2 + x Hapm F_{2/255-19}

# Ho anAa NMPOCTOTbl NCNOJIb3YyEM M3BECTHbIE AaHHbIE

pri
pri
pri

nt("Curve25519 twist order (msBecTtHO):")
nt("2/3 * 7237005577332262213973186563042994240857116359379907606001950938285454250989" )
nt("Bonbwoi npoctoit MHOXMTENbL ~ 252 6nTa, NosTOMy aTtaka Manbix Moarpynn He pa6oTaert.")

6. Laws and regulations of protection

Based on the analysis, the following mandatory requirements for ECC implementations can be formulated:

1. Point Validation. Any external point P = (X, And) should be verified by the equation of the curve:
And’ =X’ +AX+b (against p ) This single modulo comparison is a negligible cost compared to scalar multiplication.
2. Infinity check. The point must not be the zero element of the group.
3. Cofactor test. For curves with cofactor hour > 1 it should be checked that hour - P = THOSE, to exclude attacks by small
subgroups on the curve itself.
4. Use twist-secure curves. Where possible, use Curve25519, Ed448, or other curves that also have a high-order twist.

For Bitcoin, the BIP-0340 (Schnorr) standard and its reference implementation l1ibsecp256k1 perform all necessary checks,

so there is no threat to current versions. However, historical vulnerabilities (for example, in older versions of BouncyCastle and
hardware wallets pre-2018) demonstrate the importance of following these rules.



7. Conclusions

The quadratic twist attack is a prime example of how the mathematical strength of a curve does not guarantee the
security of its implementation . Even a widely used curve like secp256k1 becomes vulnerable without verification of curve
point membership. The provided Google Colab scripts allow one to reproduce all stages of the attack for educational purposes
and demonstrate the effectiveness of CRT key recovery.

Developers of cryptographic applications are required to:

¢ always perform validation of entry points;
e use proven libraries (for example, 1ibsecp256k1, NaCl, BoringSSL);
e When designing new systems, give preference to twist-secure curves.

Only a comprehensive approach—correct curve selection, correct implementation, and strict validation—provides reliable
protection against Invalid Curve Attacks and similar vulnerabilities.

— Montgomery Ladder on Elliptic Curves and Error Attacks Adleman-DeMarrais-Huang (ADH)_index calculus algorithm
Implementation on Google Colab implementation on Google Colab -
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