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A research paper with practical implementations for Google Colab demonstrating the operating principle of the Pohlig-
Hellman algorithm and its (in)applicability to Bitcoin’s elliptic curve.

Abstract: This paper examines the mathematical foundations of ECDSA, the Silver-Pohlig-Hellman algorithm, and its role in
solving the discrete logarithm problem on elliptic curves. It also demonstrates why the secp256k1 curve with a prime
basepoint order renders this attack useless. Four ready-to-use Google Colab scripts (in Python and SageMath) are presented
for visualizing the attack on smooth curves and testing the strength of secp256k1.

1. Mathematical foundations of Bitcoin and ECDSA

The Bitcoin cryptocurrency uses the Elliptic Curve Digital Signature Algorithm (ECDSA) to ensure the integrity and authorization
of transactions. The underlying curve used in Bitcoin is called secp256k1 . The security of ECDSA is based on the
computational difficulty of the Elliptic Curve Discrete Logarithm Problem (ECDLP). The problem is to find the private key k given
a base point \(P\) and a public key \(Q = kP\).

2. The essence of the Pohlig-Hellman algorithm

The Pohlig-Hellman (Silver-Pohlig-Hellman) algorithm is a method that reduces the discrete logarithm problem in a group of
order \(n\) to the solution of a similar problem in subgroups whose orders are prime divisors of \(n\). If the order of the group
factors into small primes (i.e., the group is “smooth”), the algorithm allows computing the secret key in polynomial time.

Mathematically, if the order of the base point \( n\) factorizes into primes as \( n = p_1"{e_1} p_2"{e_2} \dots p_r{e_r}\), we
can find the value of \( k \pmod{p_ire_i}} \) for each \(ii\). Then, using the Chinese Remainder Theorem (CRT), we recover the
desired value of \( k \pmod{n}\).
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3. Interaction between the Pohlig-Hellman attack and
secp256k1

In the context of Bitcoin, the Pohlig-Hellman attack is impractical and cryptographically useless. The reason lies in the
parameters of the secp256k1 curve . The order of the base point (generator) \(G\) in secp256k1 is equal to a huge prime \(n\):

n = FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFE BAAEDCE6 AF48A03B BFD25E8C D0364141

Since \(n\) is a prime number, factorization yields only \(n\) itself. The Pohlig-Hellman algorithm reduces the problem to a
subgroup of order \(n\), that is, to the original problem. Thus, the algorithm provides no time gain. The best known attack
remains Pollard’'s \(rho\)-method with complexity \(O(\sqrt{n})\), which for a 256-bit prime order is about \(2A{128}\)
operations, making hacking Bitcoin computationally intractable.

4. Examples from the history of cryptanalysis

Throughout the history of cryptography, weak parameters have repeatedly led to breakages. For example, some
implementations of the Diffie-Hellman protocol used prime moduli \(p\), where \(p-1\) factored into small factors. This allowed
attackers to use the Pohlig-Hellman algorithm to quickly recover the shared secret. Because of this, standards (for example,
for generating DH parameters) require the use of “safe primes,” where \(p = 2q + 1\) and \(q\) is also a large prime.

5. Practical examples of attack implementation (on
vulnerable curves)

5.1. Python example

To demonstrate the principle using the Chinese Remainder Theorem (assume we have already solved the DLP in small
subgroups):

from sympy.ntheory.modular import crt

# Moaynu (npocTble MHOXUTENWU MOPALKA KPUBOW, Hanpumep, cnaboin Kpueow)
m=[11, 13, 17]

# PeweHna B noarpynnax

v =1[3 5, 2]
# BoccTaHOBMNEHME CEKPETHOro Kiova
k mod_n, _ = crt(m, v)

print("CekpetHbiii kntou k:", k_mod_n)

5.2. Example on SageMath

SageMath provides built-in ECDLP solvers that automatically use the Pohlig-Hellman algorithm if the group order is not prime.

# WrpyweyHan cnabaa snnuntudeckana kpveaa Hag GF(59)

E = EllipticCurve(GF(59), [1, 0])

P = E.gens()[0]

# Mopanok rpynnbl E(F_59) paseHn 60 = 22 * 3 * 5 (ouyeHb rnagkoe umcrno!)
k =42

Q=k*P

#

Pewenne ECDLP (mcnonbayetca Pohlig-Hellman aBTtomaTtunyecku)
found_k = discrete_log(Q, P, P.order(), operation="+")
print(found_k) # BuiBepet 42

5.3. Example on PARI/GP

\ OnpeneneHve annuntuyeckon kpmeon E: yA2 = x73 + x
E = ellinit([1,0] * Mod(1, 59));

Bbi6op 6a30BOM TOYKM W BbIYMCIIEHME KpPaTHOWN

[19, 10];

Q = ellmul(E, P, 42);

\ [vckpeTHoe norapudmMnpoBaHue

k = elllog(E, P, Q);

print(k); \ Boisemet 42

o -
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5.4. Example on Magma

F := FiniteField(59);

E := EllipticCurve([F| 1, 01);

P := EI[19, 10];

Q :=42*P;

k := Log(P, Q); // Magma npumeHnet Pohlig-Hellman, ecnv nopspok rnagkuii
k; // 42

6.1 Bitcoin’s Cryptographic Foundation

Bitcoin relies on the Elliptic Curve Digital Signature Algorithm (ECDSA). Transaction security is guaranteed by the difficulty

of the Elliptic Curve Discrete Logarithm Problem (ECDLP) . Formally, given a base point P and a public key Q =

kP (where k is the secret key), the task is to find k. Bitcoin uses the secp256k1 curve with parameters that provide a 128-bit
security level. One of the classic attacks on ECDLP is the Pohlig-Hellman algorithm, which works effectively only on groups with
a smooth order (factorizable into small prime factors).

6.2. Mathematical apparatus of the Pohlig-Hellman
algorithm

Let the order of a group n be factorized as n=p_17e_1} \cdots p_re_r} . The algorithm reduces ECDLP in a group of

order n to solving DLP in subgroups of orders p_i*e_i} . For each prime divisor, k \bmod p_i*e_i} is calculated , after

which the Chinese remainder theorem (CRT) is used to recover k \bmod n . The complexity of the algorithm is determined by
the quantity \sum_ie_i (\log n + \sqrt{p_i}) . If all p_i are small, the problem is solved in polynomial time.

6.3 Why the attack doesn’t work on secp256k1

The order of the base point G in secp256k1 is:

n = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEBAAEDCE6AF48A03BBFD25E8CDA364141

This is a prime 256-bit number . Its factorization is trivial: n=n.The Pohlig-Hellman algorithm reduces the problem to a
subgroup of order n, i.e., to the original one. Therefore, no speedup occurs. The best known attack is Pollard’s rho -method
with complexity O(\sqrt{n}) \approx 2°{128} operations, which is computationally infeasible with the current state of
technology.

Historical context: Vulnerabilities arose when using “smooth” moduli in the Diffie-Hellman protocol (for example, when p-
7 had small divisors). This led to the requirement to use secure prime numbers (p =2g+1 with prime q).

7. Practical Scenarios: Demonstration in Google Colab

Below are four ready-made scripts that can be run in Google Colab (or locally). They illustrate:

e Script 1 - implementation of the Pohlig-Hellman attack on a toy curve with smooth order (pure Python + sympy).
e Script 2 - Using the built-in ECDLP solver in SageMath (automatically applies Pohlig-Hellman).

e Script 3 - secp256k1 test: attempt the same approach (will fail or take exponentially long).

e Script 4 - comparison of DLP solution time on a smooth curve and on secp256k1.

7.1. Script #1 - Classic Attack (Python + CRT)

In this example, we artificially define DLP solutions in subgroups (assuming they have already been found by enumeration) and
recover the secret key using the Chinese remainder theorem.

from sympy.ntheory.modular import crt
from sympy import factorint

# Mpeanonoxum, 4to nopAamok kpueon n = 11 * 13 * 17 = 2431 (rnmaokuvn)
# n Ham M3BECTHbl PELIeHVA B KaXOoW noarpymnne:

moduli = [11, 13, 17]

remainders = [3, 5, 2] # kmod 11 =3, k mod 13 =5, k mod 17 = 2

k, _ = crt(moduli, remainders)

print(f"BoccTaHoBneHHbii cekpeTHbii kmoy k = {k}") # k = 1407

# MNposepka:

print(f"k mod 11 = {k % 11}, k mod 13 = {k % 13}, k mod 17 = {k % 17}")



7.2 Script #2 — SageMath: Automatic ECDLP Solver on a Smooth
Curve

In SageMath, the function discrete_log automatically chooses the Pohlig-Hellman algorithm if the group order is smooth.

# 3anyctute atot 6nok B SageMath (mnmu B Colab ¢ ycrtaHoBneHHbim Sage)
E = EllipticCurve(GF(59), [1, 01)

P = E.gens()[0] # basoBan Touka

k = 42

Q=k*P

# Mopsanok rpynnbl E(GF(59)) = 60 = 222 * 3 * 5 - oueHb rnaakuii!
found_k = discrete_log(Q, P, P.order(), operation="+")
print(f"HanneHHbin sakpbitoii kntou: {found_k}") # Bbisemet 42

7.3. Script #3 - secp256k1 check (attack impossible)

This script attempts to apply the same approach to the real Bitcoin curve. Since n is prime, the Pohlig-Hellman algorithm
offers no speedup, and attempting to solve the DLP is equivalent to brute force.

# Vicnonbdyem 6unbnuoteky fastecdsa wnwn ecpy ana pa6oTbl ¢ secp256ki
# YctaHoeka: !pip install fastecdsa

from fastecdsa.curve import secp256k1

from fastecdsa.point import Point

import time

# BbasoBasa Touka G
G = secp256k1.G
n = secp256kl.q # nopapok (npocToe uucno)

# MNbitaemca pewntb DLP meTtomom Monura-XennmaHa BPyYHYO — HEBO3MOXHO

# Tak kak (paktopmsauma n = n. MMpuseném TONMbKO MPOBEPKY MPOCTOTHI.

from sympy import isprime

print(f"Mopamok secp256k1 npocton? {isprime(n)}") # True

print("Artaka Monura-XennwaHa He OaéT BbIUrpbIWA, Tak Kak HET manbix noarpynmn.")

7.4. Script #4 - Comparison of solution time on a smooth and simple
curve
This script clearly shows that on a smooth curve the key is found instantly, but on secp256k1 it is impossible to find itin a

reasonable time.

# CpaBHenve (urpyweyHaa kpusaa Vs secp256k1)
# OnAa wrpyweuHon kpmeon (nopagok 60) pelieHne 3aHVMaeT MUKPOCEKYHAb .
# [na secp256k1 paxe npocton nepeGop 2128 onepaunii HEBO3MOXEH .

print("Ha rnagkoin kpueon (SageMath):")
# (koo un3 ckpunta 2)
print("Ha secp256k1: nopsmok npocToii, ataka He npuMmeHuma.")

8. A full-fledged block for Google Colab

Below is a single executable block that can be copied into a Colab cell (with the necessary libraries installed). It includes all four
scenarios and displays comparative results.



# Google Colab - demoHcTpauua ataku lNonura-XennmaHa

Ipip install sympy fastecdsa sage-python # npwu Heo6xoanmocTu

import time

from sympy.ntheory.modular import crt
from sympy import factorint, isprime
from fastecdsa.curve import secp256k1

print("=== 1. BoccraHoenexve knioya deped CRT (urpyweunbii npumep) ===")
moduli = [11, 13, 17]

remainders = [3, 5, 2]

k, _ = crt(moduli, remainders)

print(f"CekpetHbiii knou k = {k}\n")

print("=== 2. Pewenve ECDLP na rmagkoi kpusow (SageMath) ===")
# Ona Colab c Sage: !sage -python ... HO AnNA nmpocToTbl OcTaBnAeM NCEBOOKOA
print("(B SageMath: E = EllipticCurve(GF(59), [1,0]); discrete_log(...) -> 42)\n")

print("=== 3. lMposepka secp256k1 ===")

n = secp256kl.q

print(f"Mopamok n = {n}")

print(f"Asnaerca nu n npocteim? {isprime(n)}")

print("®akTopusauma: n = n (e4AMHCTBEHHbII MHOXWTenb). ATtaka He pa6Gotaer.\n")

print("=== 4. OueHka crnoxHoctn ===")
print("Inanokas kpusasa: 0(sqrt(60)) ~ 8 onepauwnii.")
print("secp256k1: 0(sqrt(2/4256)) ~ 27128 onepaunit — HEBO3MOXHO. ")

Conclusions and recommendations

The Pohlig-Hellman algorithm remains a powerful cryptanalytic tool, but its effectiveness is entirely determined by the
factorability of the group order. The secp256k1 curve is designed so that the order of the base pointis a large prime, rendering
this attack useless. This highlights the importance of careful parameter selection when designing cryptographic systems. For
practical experiments, we recommend using the provided scripts in Google Colab—they clearly demonstrate the difference
between “smooth” and cryptographically secure curves.

Key takeaway: Bitcoin's security is not dependent on Pohlig-Hellman-type vulnerabilities. However, understanding such
attacks is essential for cryptographic auditing and the development of secure blockchain solutions.

The Pohlig-Hellman algorithm is a powerful cryptanalytic tool for groups with smooth ordering. However, careful selection of
cryptographic parameters, as in the case of Bitcoin’s secp256k1 curve (whose base point has a large prime order), completely
mitigates the threat of this attack. Understanding such attacks is essential for the secure design and audit of blockchain

systems.
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