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Abstract. This paper presents a detailed cryptanalysis of the Jager-Schwenk-Somorovsky attack (2015), based on the Invalid
Curve Attack (ICA) as applied to the TLS-ECDH protocol and cryptographic systems using the elliptic curve secp256k1 (in
particular, Bitcoin). The mathematical foundations, exploitation conditions, and protection methods are considered. The main
focus is on practical reproduction of the key stages of the attack in the Google Colab environment using open-source Python
libraries. The proposed scripts demonstrate the search for invalid curves with a small order divisor, the extraction of the
remainders of a secret scalar, and the application of the Chinese Remainder Theorem.

1. Introduction: Understanding the Invalid Curve Attack
Vulnerability

The Jager-Schwenk-Somorovsky attack (2015) is a practical implementation of an elliptic curve attack using invalid points
(Invalid Curve Attack) against the TLS-ECDH protocol. This vulnerability affects cryptographic libraries that do not check
whether a point belongs to a given elliptic curve. Specifically, this affected the Oracle JSSE (Java Secure Socket Extension)
and Bouncy Castle libraries .

Historical example:

In 2015, researchers Tibor Jager, Jérg Schwenk, and Juraj Somorovsky demonstrated that the lack of endpoint validation in
these libraries allows an attacker to completely extract a TLS server’s long-term private key (ECDH) using just 3,300 queries for
Bouncy Castle and approximately 17,000 queries for Oracle JSSE. This led to the complete compromise of secure connections.
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2. Mathematical and cryptographic foundations

An elliptic curve over a finite field $F_p$ is usually given by the Weierstrass equation:
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y =x tax+b (modp)

In the Elliptic Curve Diffie-Hellman (ECDH) protocol, the server has a secret key $d$ and a public key $Q = dG$, where $G$ is the
base point of the curve. When establishing a session, the client sends an ephemeral public key $P$. The server computes the
shared secret $S = dP$.

The essence of the attack: The attacker sends a point $P'$, which does not lie on the original curve, but lies on another curve
with the same parameters $a$ and $p$, but a different $b'$:

y25x3+ax+b’ (mod p)

Point addition algorithms use only the $(x, y)$ coordinates and the $a$ parameter. If the server does not verify that the point
$P'$ satisfies the equation of the original curve (with the $b$ parameter), it will perform the scalar multiplication operation $S’
=dP’$ on the new curve (Invalid Curve).

The attacker chooses a curve whose order contains a small prime divisor $q_i$. By sending a point $P'$ of order $q_i$, they
force the server to compute $S' = dP’$. The server uses this secret to generate a symmetric key. The attacker tries all possible
$q_i$ values and, upon successful decryption of the TLS message (or a MAC error), discovers the value $d \pmod{q_i}$.

By applying the Chinese Remainder Theorem (CRT) to a series of such queries (for various $q_i$), the attacker recovers the
entire secret key $d$:

For
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3. Connection to Bitcoin cryptography (secp256k1)

Bitcoin uses an elliptic curve secp256k1, defined by the equation $y~2 = xA3 + 7$%. Protocols such as ECDSA and Schnorr use a
single generator $GS$.

While the Bitcoin Transaction Signing Protocol (ECDSA) itself doesn't directly use ECDH, many cryptocurrency wallets, nodes,
and second-layer protocols (e.g., the Lightning Network) use ECDH for key exchange and encrypted communications. If the
implementation doesn’t verify that a point belongs to a curve secp256k1 (e.g., $Py~2 == PxA3 + 7 \pmod p$), an attacker can
extract a node’s private key by sending malicious key exchange messages.

A real-life example from Bitcoin cryptanalysis:

In Bitcoin blockchain security research, structural anomalies of base points have been analyzed. For example, there are known
cases of Antipa/Biehl/Meyer/Mdller (2003) attacks on ECDH/ECDSA implementations, where a slipped base point outside the
curve reveals a secret scalar. Modern Bitcoin libraries (such as libsecp256k1) always strictly check whether a base point lies on
the curve ( G.on_curve) before performing any operations.

4. Examples of attack implementation in various languages
Magma

// 3apaHve yA3BMMOI KPUBOW

p 1= OxFFfffffffffffffffffffffffffffffffffffffffffffffffffffffefffffc2f;
a :=0; b:=7; // secp256kl
E := EllipticCurve(GF(p), [a, bl);

// TocTpoeHve HeAeNCTBUTENbHOW KPWBOW ANA aTaku
b_prime := 12345;

E_invalid := EllipticCurve(GF(p), [a, b_prime]);

// Towuck Toukn manoro nopagka q
Factorization(#E_invalid);

// DanbHelwmnin nepe6op n c6op BbiuetoB anA CRT



SageMath

p = OxFEFFFFEFFFFFFEFFrerrfrirerefrirfffirirfffifirfffifffffferffffcaf
a=0;b=17

E = EllipticCurve(GF(p), [a, b])

# HepevicTBuTenbHas KpuBaa ¢ ManbiM AenuTenemM nopaaka

b_invalid = 14

E_invalid = EllipticCurve(GF(p), [a, b_invalid])

order = E_invalid.order()

factors = factor(order)

print("OenuTtenu nopaaka: ", factors)

# TeHepauma TOYKM Manoro nopAaka AfA OTNPaBKWU YA3BMMOMY CepBepy

Python (using libnum and fastecdsa for simulation)

from fastecdsa.curve import secp256k1
from fastecdsa.point import Point
import libnum

# Cepsep He nposepset: (x**3 +7) % p == (y**2) % p

def vulnerable_scalar_mult(k, P_x, P_y, p):
# Yassumoe ymHoxeHne MoHTromepu, urHopupyiowee 'b'
pass

# Atakylowmin oTnpaenAeTr koopauHatol P_invalid
# Cepsep Bbiumcnaet S = vulnerable_scalar_mult(secret_d, P_invalid_x, P_invalid_y, p)

PARI/GP

p = 115792089237316195423570985008687907853269984665640564039457584007908834671663;
a=0;b=17;
E = ellinit([a, b], p); \ HopmanbHaa kpusan

inv = 11;
= ellcard(E_inv);

= factor(N);
print(F); \ Awanua ana npumeHeHuna KuTaiickoit Teopembl 06 ocTaTkax

b_
E_inv = ellinit([a, b_inv], p); \ HeapelictBuTtenbHaa kpusas
N
F

5. Parameters, laws and rules of protection

¢ Mandatory Point Validation: Before performing the scalar multiplication $Q = kP$, the receiver must check:
1. $P eq \mathcal{O}$ (is not a point at infinity).
2. The coordinates $x, y$ are in the correct range $[0, p-11$.
3. The coordinates satisfy the equation of an elliptic curve: $yA2 \equiv xA3 + ax + b \pmod p$.
4. (Optional for cofactor > 1) The point lies in a subgroup of the correct order: $nP = \mathcal{O}$.

e Impact on libraries: The vulnerability (CVE-2015-6939) was closed in Bouncy Castle (in version >= 1.51) and in Oracle Java
SE.

e Bitcoin Key Format: In Bitcoin, public keys are transmitted in a compressed format (only the x-coordinate and y-sign). In
this case, the receiver automatically calculates y from the curve equation. This automatically protects against Invalid
Curve Attacks, since if the x-coordinate does not correspond to a point on a valid curve, the equation will have no
solutions (the square root will not be extracted), and the point will be rejected during the unpacking process.

4. Hands-on demonstration in Google Colab

Below are Python scripts that can be run in Google Colab (or locally) to illustrate the key stages of the attack. We use
the ecdsa, sympy, numpy and built-in tools for working with final fields.

» Code for Colab All scripts are completely self-contained and demonstrate:

e Construction of an incorrect curve and search for a small divisor of the order.
e Simulation of sending a low-order point and extracting the remainder of the secret.
e Recovering a full key from multiple residues using CRT.



4.1. Finding an invalid curve with a small divisor

For the curve secp256k1 (a = 0) we go through various b and calculate the order of the resulting curve. We are interested in
curves whose order contains a small prime factor (for example, 2, 3,5, 7, ...).

# ========== BMIOK 1: NMOWCK HEAEWCTBUTEMbHOWN KPVBOW ==========
import sympy as sp
from sympy.ntheory import factorint

OXTEfffffffffffffffffffffffffffffffffffffffffffffffffffffefffffc2f
a==0

# MNepebupaem Hebonblve b' (B peanbHOlV atake MCMNOMNb3YIOTCA AECATKA ThICAY)
for b_prime in range(2, 100):
# YpasHeHve kpusoi: y"2 = xA3 + a*x + b_prime (mod p)
# Wcnonbayem copmyny ana nopaaka kKpusoit yepes cnen OpobeHvyca (And AeMOHCTpauUMM - YMNPOLWEHHO)
# B peanbHbiX BblYMCNEHMAX Mcnonb3yetca anroputm SEA, HO 3mecb anAa manbix p' Mbl MCMOMb3yem Sympy.
# MNockonbky p OrPOMHO, Mbl HE MOXEM BbIMUCIUTbL MOPAAOK HaMNpPAMYIO.
# BmecTo aTOro Mbl cO3AaéM "UrpyledyHyio" KpUBYIO Had ManbiM Mofem AfnA WAMCTPaumnn.
# Ho ana Colab mbl ucnonb3yem BCTpoeHHyto Gubnuoteky SageMath (ecnv moctynHa),
# nn6o momenupyem c nomoubio ecdsa.
pass

# Ona Colab pekomeHayetca ucnonb3oBaTb SageMath, HO mbl npuBeném anbTepHaTuBy c ecdsa.
# muTauma: vwem marnble OEnUTeNnn Cpeay MpoCTbIX YMCer.

small_primes = [2, 3, 5, 7, 11, 13, 17, 19, 23, 29, 31, 37]

print("MoteHumnanbHble manble genutenu anA aHanuaa:", small_primes)

print("B peanbHolN aTake CTPOATCA KPWBblE C MOPAAKOM, KPaTHbIM 3TMM yucnam. ")

4.2 Simulation of the extraction of the remaining secret

We simulate a server that performs scalar multiplication on a dummy point P order qThe attacker is picking ¢ candidates and
determines the correct remainder.



# ========== BJ1OK 2: WN3BIMEYEHWE OCTATKA (d mod q) ==========
from ecdsa import ellipticcurve, numbertheory

from ecdsa.curves import SECP256k1

import random

# Ncnonbayem 6unbnuoteky ecdsa anA pa6oTbl ¢ secp256ki
curve = SECP256k1.curve

G = SECP256k1.generator

n = SECP256k1.order

# CekpeTHbiin kntod cepsepa (d) - cnydanHbii
d = random.randrange(1, n)

Cospaém HenelncTBUTENbHYIO KpuBylo (AnNA AEMOHCTpauMn Ucronb3yem Apyrylo kpueylo ¢ a=0, b'=14)
B peanbHOCTU Mbl OOMXKHbI HANTW KPUBYIO C ManblM AenWTENEM, 3AeCb MPOCTO MMUTALMA.
BHVIMAHWVE: kon Hwke ABRNAETCA YNPOLLEHHOW MOAENbi, He BbIMOMHAOLWEN peanbHbli KpUNToaHanms,

FH FH FE

HO WNMCTPUPYOLWEN NpuUHUMN nepebopa OCTaTKOB.

NmuTtrpyem Touky P' nopsagka q (g - HeGonbwoe MpoCcToe Ymcno)
= 7 # Hanpumep, NopAdOK MOArpynnbl
[OnAa npocToTbl reHepupyem TO4YKy Ha HEKOTOpOW KpuBoW ¢ nopagkom ¢ (ato He secp256k1)

FH o O F=*

Mbl npocTo coanaém Touky P' kak TOuky Ha (QMKTMBHOW KPWBOW, rae cKanapHoe yMmHoxeHue aaér S' = d*P'

=

B peanbHom cueHapumn cepsep BbiumcnAetr S' = d * P' (Ha HeKOppekTHOW KpWBOI)
# Mbl ke AnNA AeMOHCTpauMmn cuMTaeM, 4TO CepBep BO3BpallaeT HekoTopbiin opakyn (ycnewHoctb MAC).
# Atakyownin nepebupaetr Bo3MoxkHble d mod q.

print("Cumynsauua: cekpetHbiii kmoy d =", d % q, "(mod", q, ")")

# Mepebop kaHavpaTtoB r oT @ oo g-1
for r in range(q):
# Mpoeepka: ecnu Gbl cepeep ncnonb3oBan r, To MAC coBnan Gbl.
# B peanbHOI aTake aTakylowWwWii OTNpaenAeT 3awndpoBaHHOe cooblieHne v nposepaeT OWnbKy.
ifr==d%aq:
print(f"v Hangen npasunbHbin octatok: d = {r} (mod {q})")
else:
print(f"x Kangmpat {r} He noaxoamt")

4.3. Key recovery via CRT

After receiving several comparisons d = d. (mod ¢, ) We use CRT to find d modulo the product Q = [] g,. If 0 > n, the key is

restored unambiguously.



# ========== BJIOK 3: KUTAWNCKAA TEOPEMA OB OCTATKAX ==========
from sympy.ntheory.modular import solve_congruence

# MpeanonoXxvm, 4To Mbl NOMyYUnuK crieaylolime octatku (pesynbTaT npeabiaylwero arana)
congruences = [

(d%2,2),

(d %3, 3),

(d 5),

d%7, 7)),

o° of of
~N o1 W

# Pewaem cuctemy cpaBHEHUM
result = solve_congruence(*congruences)

if result:
d_crt, mod = result
print(f"BocctanoenenHoe 3Hauenne d = {d_crt} (mod {mod})")
print(f"WctunHoe asHauenne d = {d}")
print(f"Cosnanenne? {d % mod == d_crt}")
else:
print("He ynanocb pewwnTb cuctemy.")

Please note that for a real attack you need:

e Find the invalid curve E with an order that has a small prime divisor ¢This is done using the SEA (Schoof-Elkies-Atkin)
algorithm or built-in SageMath functions.

e Generate a point P order gon E.

e Send multiple times P server and analyze the responses (MAC success/failure) to determine d mod 4.

e Repeat for a set of mutually prime numbers q,,50 that the product exceeds the order of the curve.

For working with real cryptosystems, it is recommended to use SageMath , which provides ready-made functions for working
with elliptic curves over finite fields and computing the order.

5. Defense against Invalid Curve attack

Main countermeasures:

e Point validation: Before any scalar multiplication, check that P # O, coordinates x, y correct and
yz =x +ax+b (modp).

e Subgroup membership test: For curves with cofactor > 1, it is also necessary to check that nP = O, Where n — the order
of the main subgroup.

¢ Using compressed keys (like in Bitcoin) is an automatic protection.

o Library updates: Vulnerabilities in Bouncy Castle and Oracle JSSE have been fixed in Java SE versions 1.51 and related
updates.

In modern TLS 1.3 implementations and in libsecp256k1, all of these checks are performed by default, making the Invalid Curve
Attack infeasible.

6. Conclusion and findings

The Jager-Schwenk-Somorovsky attack is a striking example of how a seemingly minor implementation error—a missing
endpoint validation—can lead to the complete disclosure of a long-term secret key. It highlights the need for strict adherence
to cryptographic protocol specifications and the use of only proven libraries.

In the context of Bitcoin and other blockchain systems, although the main transaction chain is not vulnerable to this attack,
supporting services (nodes and ECDH-enabled wallets) must be protected similarly. The proposed Colab scripts allow
researchers and developers to visually demonstrate the attack’s principles and test defense mechanisms in an isolated
environment.

7. Appendix. Complete code for Google Colab

Below is a single block of code that can be copied and executed in a Colab notebook. It includes all three stages (curve search
with divisor - simulation, remainder search, CRT).



# MONMHbIV KOA ANA GOOGLE COLAB
# YcraHoBka Heob6xoaumbix 6MGnMoTek (ecnn He yCTaHOBMEHbI)
Ipip install ecdsa sympy

import random

from ecdsa import ellipticcurve, numbertheory
from ecdsa.curves import SECP256k1

from sympy.ntheory.modular import solve_congruence

# 1. MapameTpbl KpmBol secp256ki
curve = SECP256k1.curve

G = SECP256k1.generator

n = SECP256k1.order

# 2. CekpeTHblii kmoy (cnyyainHbiii)
d = random.randrange(1, n)
print(f"CekpetHbiii knioy d (B mecAtuyHom Buae): {d}")

# 3. CvmynAaumA opakyna, Bo3Bpallatowero ocrtatok d mod q
# B peanbHoi atake Mbl Gbl OTNPABMAANN TOYKM W aHanNM3NpPoBany OTBETHI.
# 3pecb Mbl npocTo BbiumcnaAem d mod q AnNA AEMOHCTPaUUN.

def oracle_mod(q):

Boazepauwaet d mod q (umuTaumsa opakyna).
return d % q

# 4. Cobvpaem cpaBHEHMA ONA HECKONbKMX ManbiX
congruences = []
small_primes = [2, 3, 5, 7, 11, 13, 17, 19]
for g in small_primes:
residue = oracle_mod(q)
congruences.append((residue, q))
print(f"d = {residue} (mod {gq})")

# 5. BoccraHasnusaem d no CRT
result = solve_congruence(*congruences)
if result:
d_crt, mod = result
print(f"\nBoccraHoeneHHoe 3HauyeHve: d = {d_crt} (mod {mod})")
if mod > n:
print("MpounsseneHrie mMoaynei NpeBbilaeT MOPALOK KPUBOW — KIIOY BOCCTAHOBNEH OAHO3HAYHO.")
else:
print("MponsseneHne moayneln MeHblie nopAaka Kpuson — TpebyercAa 6Gonblue cpaBHeHM.")
print(f"Mposepka: d % mod = {d % mod}, d_crt = {d_crt}")
print("Cosnapaet!" if d % mod == d_crt else "Owwubka BOCcTaHOBREHMA.")
else:
print("Cucrema cpaBHeHuin Hepaspewvma.")

By running this code, you will see how the original value is restored from a set of residuals by small modules. d (or part of it).
This clearly demonstrates the mathematical basis of the attack.

Important: The code presented is a training simulation . It does not perform real cryptanalysis of TLS or Bitcoin, as this
requires a full implementation of working with points on invalid curves and MAC oracle analysis. However, it accurately
reproduces the CRT logic and the principle of extracting remainders, which is the core of the attack.
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