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Abstract: This paper provides an in-depth analysis of the Menezes-Okamoto-Vanstone (MOV) attack on elliptic curve
cryptography (ECC), with a focus on the ECDSA signature algorithm used in Bitcoin on the secp256k1 curve. We discuss the
mathematical framework of the Weyl pairing, the conditions for the applicability of MOV reduction, and cryptanalytic evidence
supporting Bitcoin’s resistance to this class of attacks due to its high degree of embedding. This paper provides a
comprehensive cryptanalytic overview of the Menezes-Okamoto-Vanstone (MOV) attack on elliptic curve cryptography (ECC),
with a focus on the ECDSA digital signature algorithm used in Bitcoin on the secp256k1 curve. We provide a detailed discussion
of the mathematical foundations of the Weyl pairing, the conditions for the applicability of MOV reduction, and the critical role
of the degree of embedding. It is shown that the high embedding degree of secp256k1 makes the MOV attack computationally
infeasible. The paper presents practical scripts in SageMath, adapted for execution in Google Colab, that demonstrate the
vulnerability of supersingular curves and simultaneously test the security of the Bitcoin curve.

1. Introduction to Discrete Logarithm Problems (ECDLP)

Bitcoin's cryptography is based on the elliptic curve discrete logarithm problem (ECDLP). Given a generator point $G$ and a
public key $P = xG$, finding the private key $x$ given $P$ and $G$ is computationally intractable in the classical model.
However, the MOV attack uses the Weyl pairing to polynomially reduce the ECDLP to the discrete logarithm problem (DLP) in
the multiplicative group of a finite field $\mathbb{F}_{p/k}**$. The latter problem requires a subexponential index calculus,
which dramatically reduces the system’s cryptographic strength.
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2. Mathematical apparatus: Parameters, numbers and laws
of MOV reduction

The attack is based on the bilinear mapping (Weyl pairing): $e_m: E[m] ime’s E[m] o \mu_m \subset \mathbb{F}_{p/k}"*$.

e Bilinearity: $e_m(aP, bQ) =e_m(P, Q) {ab}$.
¢ Non-degeneracy: If $e_m(P, Q) = 1% for all $Q$, then $P =\mathcal{O}$.
e Embedding degree (k): The smallest integer $k$ such that $m$ (the order of $G$) divides $p~k - 1$.

Convergence Algorithm (Attack Mechanics)

To crack Bitcoin’s public key $P_{pub} = xG$% (if the curve were vulnerable):

1. We calculate the embedding degree $k$. If $k$ is small (usually $\le 6%), we extend the base field to $\mathbb{F}_{p/k}$.

2. We find a linearly independent point $R \in E(\mathbb{F}_{p~k})$ of order $m$.

3. We calculate the pairing values: $u = e_m(G, R)$ and $v = e_m(P_{pub}, R)$.

4. Due to bilinearity: $v = e_m(xG, R) = e_m(G, R)Ax = ux$.

5. Now $u, v\in \mathbb{F}_{p~k}**$. The elliptic curve problem is reduced to solving $u”x \equiv v \pmod{p~k}$ (standard
DLP), which is efficiently solved by Index Calculus algorithms.

3. Integration with Bitcoin cryptography (secp256k1)

Bitcoin uses the secp256k1 curve: $yA2 = xA3 + 7 \pmod p$. The most important cryptanalytic fact is that the secp256k1
curve is completely resistant to the MOV attack . This is due to its characteristics:

The order of $n pprox 22{256}$. For the attack to work, $n$ must divide $p~k - 1$. For secp256k1, this condition is satisfied
only for an astronomically large $k$ (comparable to $p$ itself). This makes the extended field $\mathbb{F}_{p~k}$ so huge that
the Index Calculus algorithm becomes computationally more difficult than solving the original ECDLP by brute force (or
Pollard’'s method).

4. Examples of MOV attacks on algebraic systems

The examples are written for a vulnerable supersingular curve over a small field.

SageMath

p =17

E = EllipticCurve(GF(p), [1, -1]) # CynepcuHrynapHasa kpwvsan
G = E.gen(0)

order = E.order() # MNopagok m

k =1
while (p**k - 1) % order: k += 1 # Mownck crenenn Bnoxenna (k=2)

K.<a> = GF(p**k)

EK = E.base_extend(K)

PK = EK(8 * G) # Oonyctum, cekper x = 8
GK = EK(G)

# Mownck Hesasucumon Toukm R (3pecb QK)

QK = EK.random_point()

u = GK.weil_pairing(QK, order)

v = PK.weil_pairing(QK, order)

secret_x = v.log(u) # Pewenne DLP B F_{p"k}
print(f"Cekpet: {secret_x}")



Magma

= 17;

FiniteField(p);
EllipticCurve([F | 1, -11);
Generators(E)[1];

1= Order(G);

1= 8; P 1= x*G;

// Pacwwpenune nona un Weil Pairing

X 33 o m Mo
1

k :=2; // cteneHb BnoxxeHua
Fk := ext<F | k>;

Ek := BaseChange(E, Fk);

Gk := Ek!G; Pk := Ek!P;
Random(Ek);
WeilPairing(Gk, R, m);
v := WeilPairing(Pk, R, m);
Log(u, v); // Bosspauwaert 8

c
1 1

5. Historical examples and archives

The attack was first described in 1993 (Meneses, Okamoto, Vanstone). Historically, it dealt a devastating blow to supersingular
curves, which were considered attractive due to the speed of scalar multiplication. As a result, the industry, including Bitcoin’s
creator Satoshi Nakamoto, completely abandoned supersingular curves in favor of ordinary curves (Koblitz curves and other
highly nested curves).

1. Discrete logarithm problem on an elliptic curve

The security of Bitcoin and many other cryptocurrencies is based on the difficulty of the elliptic curve discrete logarithm
problem (ECDLP). Let E be an elliptic curve over a finite field F,, a point generator G of prime order n, and a public key P =
xG,where x is a secret scalar. Finding x given P and G is considered computationally hard given the correct choice of
parameters.

However, there are attacks that exploit additional structures, such as pairings. The MOV attack, proposed in 1993, reduces
ECDLP to the discrete logarithm problem in the multiplicative group of the extended field Fpk* ,where k is the embedding
degree . Since subexponential algorithms (such as the number field sieve) are significantly faster than brute-force methods on
the curve in finite fields, this may pose a threat.

2. Mathematical apparatus: Weyl pairing and MOV-reduction

The central object of the MOV attack is the Weyl pairing , a bilinear map:
en (E[n]xE[n] - p, CFpr™,
where E[n] is the subgroup of n -torsion points, u, is the group of n-th roots of unity. The pairing has two key properties:

e Bilinearity: e, (aP bQ)=¢€e, (P Q) ab for any integers a, b;
¢ Non-degeneracy: if e, (P Q) =1 forall Q,then P= ¢ (the neutral element).

The embedding degree k is defined as the smallest positive integer such that n divides p¥ - 7.The MOV attack requires
that k be small enough (usually k< 6) so that the extended field has a size that allows the use of discrete logarithm
algorithms (Index Calculus).

2.1. Reduction algorithm (MOV reduction)

Let there be a public key P, =xG.Tofind x, the attacker performs the following steps:

1. Computes the embedding degree k for a curve and order n.

2. Extends the base field to F,« and constructs the curve E(F ).

3. Finds a point R € E(F ,«) of order nthatis linearly independent of G (i.e, G and R generate E[n]).

4. Computes the pairing values: u=e, (G, R) and v=e,(Ppu, R).

5. Due to bilinearity: v=e ,(xG, R) =€, (G R * =u*.

6. Now u, v éFpk* ,and the problem reduces to solving u* =v (standard DLP in a finite field), which is solved significantly
faster than ECDLP.



3. The stability of the Bitcoin secp256k1 curve

Bitcoin uses a secp256k1 curve given by the equation y2~ x3* 7 over a prime field p,, where p
=2256 232 29 _28 _27 _26 _24 _1 Theorder n of the generator G is a prime number ~ 2256

A critical fact is that for secp256k1, the embedding degree k is enormous—comparable to pitself . This means that the
extended field Fp« is colossal in size, and discrete logarithm algorithms in it become computationally more complex than
brute force on the curve. Thus, the MOV attack on secp256k1 is completely inconsistent.

Historically, it was this factor that prompted Satoshi Nakamoto to choose the ordinary curve rather than the supersingular
one, which often had small k and was vulnerable.

4. Hands-on demonstrations in Google Colab

To visually confirm this theory, below are ready-made scripts in the SageMath language that can be executed in Google
Colab with Sage pre-installed. These scripts demonstrate:

e Calculating the embedding degree for an arbitrary curve;
e Full MOV attack on a supersingular curve over a small field;
e Checking the degree of embedding for secp256k1 and concluding that it is huge.

4.1. Installing SageMath in Google Colab
You can install SageMath in Colab using the following commands (run in a separate cell):

lapt-get update -q
lapt-get install sagemath -q
In -sf /usr/bin/sage /usr/local/bin/sage

After this, you can run Sage code using magic %run or saving scripts to files. The examples below assume Sage is already
installed.

4.2 Example 1: Calculating the embedding degree for a
supersingular curve and performing a MOV attack

The following Sage code demonstrates a full MOV attack on the vulnerable curve y2 =x3 +x+1 over F;.
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p=17

E = EllipticCurve(GF(p), [1, 11) # CynepcuHrynspHan kpuBsan
G = E.gen(0)

n = G.order()

print(f"Mopsanok rexepatopa n = {n}")

# Haxoomm cTeneHb BroOXXeHWA

k =1
while (prk - 1) % n != 0:
k +=1

print(f"Crenenb Bnoxenma k = {k}")

# PacwumpAaem none
Fpk = GF(p"k)
E_k = E.base_extend(Fpk)

# BbiBupaem cekpeTHbin ckanAap (anA AemoHcTpaumun)
x =8

P=x%*G

print(f"My6nununbim kmou P = {P.xy()}")

Haxooum Touky R nopsaaka n, nuHeliHo He3aBucumyto ¢ G

= E_k.random_point()
R * (E_k.order() // n) # nonyyaem TOuky nopagka n
while R == E_k(@) or R.weil_pairing(G, n) == 1:

R = E_k.random_point()

R =R * (E_k.order() // n)

#
# (MOXHO B3ATb crydaiHyto Touky m3 E_Kk 1 yMHOXWTb Ha n, uTOGbl MOMY4YUTL N-KPyyeHue)
R
R

# CnapuvBaHua
u = G.weil_pairing(R, n)
v = P.weil_pairing(R, n)

# Pewaem DLP B FpkM*

secret = v.log(u)

print(f"HangenHbii cekpet: x = {secret}")
assert secret == x

print("Ycnewnas ataka!")

4.3 Example 2: Checking the embedding degree for secp256k1

This script calculates the embedding degree for the Bitcoin curve and shows that it is extremely large.



¥ ----- Mpumep 2: CreneHb BnoxkeHua secp256k1 -----

= OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2F

0

7

EllipticCurve(GF(p), [a, b])

E(0x79BE667EFIDCBBAC55A06295CE870BA7029BFCDB2DCE28D959F2815B16F81798,
0x483ADA7726A3C4655DA4FBFCOET108A8FD17B448A68554199C47D08FFB10D4B8)

n = G.order()

print(f"Mopsanok rexepatopa n (6ut): {n.bit_length()}")

o m o U T
n

# MbiTaemca HaiT MuHUMmanbHoe k, npu kotopom n | (prk - 1)
# Mbl 6ynem nepe6upatb k, Ho ana secp256k1 aTo acTpoHOMMYECKOE 4uUcro.
# OrpaHuummca npoeepkoit Manbix k o 100, uyToGbl y6eanTbcA, 4TO OHM He MoAXOoAAT.
found = False
for k in range(1, 101):
if (prk - 1) % n ==
print(f"Crenenb Bnoxenusa k = {k} (nHaiigenal!)")
found = True
break
if not found:
print("Ona k ot 1 no 100 ycnosue He BbinonHAeTcA. CTeneHb BIOXEHUA CyWeECTBEHHO Gornblie.")
print("31o noatsepxkpaeT yctonumeoctb secp256k1 k MOV-artake.")

Running this script will show that no small value of k satisfies the condition, and the real k is comparable to p, which makes
the attack unfeasible.

4.4 Example 3: Analyzing Index Calculus execution time in an
extended field

For completeness, we can compare the complexity of solving DLP in the field F,« for different k. However, for
secp256k1, k is so large that such a field cannot be represented in memory. Therefore, only illustrative code for small fields is
given below, showing that the DLP solution time grows exponentially with increasing k.

¥ ----- Mpumep 3: OueHka cnoxkHoctn DLP B pacwmpenHom none (ansa manbix k) -----
# 3710T KO& He AnA secp256k1, a AnA AeMOHCTpauuMy TEHAEHUWW.

from sage.groups.generic import discrete_log

for k in [2, 3, 4, 5]:

F = GF(17/k)
g = F.multiplicative_generator()
h = gM2345

# 3amepsem Bpema (B peanbHocTu anAa Gonbwmnx k Bpemsa GbICTPO PacTéT)
print(f"k={k}, DLP pewaetca 3a ...")

5. Conclusions

The analysis confirms that the MOV attack, despite its mathematical elegance, poses no threat to Bitcoin or other systems
using highly embedding curves (e.g., secp256k1, secp256r1). Satoshi Nakamoto’s choice of a regular curve was strategically
correct, as supersingular curves, which could have been more efficient to implement, were compromised. The provided
Google Colab scripts allow any researcher to independently verify the correctness of these conclusions and gain a deeper
understanding of the mechanics of pairings and MOV reduction.
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