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X-only computation vulnerabilities and defenses

Attacker submits a point on a
quadratic twist with small prime
divisors to recover private key
bits.

Invalid curve attack —— Attacker chooses a pointona
weak curve with the same

parameter to make discrete
logarithm trivial.

A-register glitch during the Mont-
gomery ladder shifts a pointtoa

weak curve, leaking secret scalar
bits.

Abstract. This paper examines the mathematical foundations of working with the X-only coordinate on Montgomery elliptic
curves, including the Montgomery staircase and differential addition. Particular attention is given to the cryptanalysis of X-only
implementations: quadratic twist attacks, invalid curve attacks, and fault injection. It shows how these principles underpinned
Bitcoin's transition to X-only public keys in the BIP-340 standard (Schnorr signatures). For each critical concept, ready-made
scripts for Google Colab (Python + SageMath) are provided, allowing one to reproduce the attacks and verify the correctness
of X-only multiplication.
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1. Introduction: Why the X-coordinate is important

Elliptic curve cryptography traditionally operates with pairs of coordinates (x,y), satisfying the equation of the curve.
However, for many operations, in particular for scalar multiplication, it is sufficient to know only x- the coordinate of the point.
Montgomery curves have a unique property: the doubling and differential addition formulas do not use y if the difference
between the points is known P

n—m

Equation of the Montgomery curve over a field Fp :
\[ ByA2 =xA3 + Ax"2 + X, \quad A,B\in \mathbb{F}_p, \quad B \neq 0.

The Montgomery ladder performs scalar multiplication [ k] P for a constant number of iterations (by the number of bits k),
which makes it resistant to timing attacks. However, failure to check y- coordinates and membership of a point in a group
generates a whole class of vulnerabilities.
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2. Unified X-only formulas

Let the points be given P =(X :Z) And P =(X :Z) in projective coordinates, and P =(X :Z ) known.
Then:
Doubling:
+
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Differential addition (add):
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These formulas form the basis of the X25519 (Diffie-Hellman on Curve25519) implementation and are used in many libraries.

3. Cryptanalysis: attacks on implementations without
checking Y

3.1. Twist attack (quadratic twist attack)

If the implementation does not check that the received XIf the coordinate actually lies on the original curve, the attacker can
submit a point belonging to a quadratic twist . The twist has a different group order, often containing small prime divisors. By
submitting points of low order, the attacker, based on the system’s response (for example, the success of decryption), recovers
the private key bits using the Chinese remainder theorem.

@ Protection in Curve25519. The curve is designed so that both the curve itself and its twist have cofactor 8 and contain a
subgroup of prime order. = 2*?

, which makes the twist attack ineffective.

3.2. Invalid curve attack

If the receiving party does not check the curve equation for the incoming point, the attacker can choose a point on another
curve with the same parameter A (or with another 4, if the parameter is not checked). Then, discrete logarithm on a weak
curve becomes trivial. A classic example is the CVE-2015-6924 vulnerability in the MatrixSSL library, which lacked a
membership check.

3.3. Fault injection

During the execution of the Montgomery ladder, a temporary glitch in a register can shift a point to a different curve, which,
under certain conditions, allows the secret scalar to be calculated. Security is achieved by duplicating the calculations and
verifying the result.

4. Experimental scripts for Google Colab

Below are ready-to-use Python and SageMath code snippets that can be run in Google Colab (or locally) to demonstrate key
aspects of X-only computation and attacks.

4.1. Implementation of the Montgomery Staircase (X25519)

Standard implementation of X-only multiplication on Curve25519. Demonstrates correct operation with the X-coordinate only.



# —=——=—=—===== montgomery_ladder_py —==—=—=—=====
# Kon ana Google Colab / Python 3.8+
# Bbluvcnenve [k] * u Ha Curve25519 (X-only)

p = 2%%255 - 19
A24 = 121665 # (A-2)/4 nna Curve25519, A = 486662

def cswap(swap, x2, x3):
# ycnosHbii 06meH (6e3 BeTBNEHUN)
dummy = swap * (x2 " x3)
x2 A= dummy
x3 A= dummy
return x2, x3

def montgomery_ladder(k, u):
# k - cekpetHbin ckanap (int), u - X-koopauHata Toukm (int)
x1=u%p
X2, z2=1,10
x3, z3 = x1, 1
swap = 0

for t in range(255, -1, -1):
kt=(k>t) &1
swap /= k_t
x2, x3 = cswap(swap, x2, x3)
z2, z3 = cswap(swap, z2, z3)
swap = k_t

# ynsoenne (x2, z2)
A=(x2+22)%p

AA=(A*A) %p
B=(x2-22)%p
BB=(B*B)%p

E= (A -BB) %p

# cnoxenne (x3, z3) ¢ (x2, z2)
C=(x3+ z3
D= (x3 - z3
DA = (D *A
(B=(C*B
x3 = ((DA + CB) ** 2) % p

23 = (x1 * ((DA - (B) ** 2)) % p
x2 = (AA * BB) % p
22 = (E* (AA + A24 * E)) % p

x2, x3 = cswap(swap, x2, x3)

z2, z3 = cswap(swap, z2, z3)

# obpaTtHoe Kk z2 mo moaynio p
return (x2 * pow(z2, p-2, p)) % p

# === TecT ===

u=9 # 6azoBana Touka X25519
k = 0x123456789abcdef

res = montgomery_ladder(k, u)

print(f"[{k}] * {u} = {res}")

» Open in Colab (simulated)

4.2. Twist attack - demonstration on a small curve (SageMath)

Shows how an attacker exploits a point on a low-order twist to extract key bits. A small curve with a small cofactor is used for
clarity.
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# ========== twist_attack_demo.sage ==========
# SageMath (moxHo sanyctutb B CoCalc wnu nokanbHO)
# JemoHcTpaumA aTaku Ha KBaapaTUYHOE CKpy4uBaHue

p = 101

A=2

B=3

# OpuruHanbHaa kpusasa: B*yA2 = xA3 + A*xA2 + x
E = EllipticCurve(GF(p), [0, A, @, B, 0])

print("Mopanok opurnHanbHon kpuson:", E.order())

# KsagpatnuHoe ckpyumsaHue: B' = B * non_residue
non_res = GF(p)(3) # 3 - HesbiueT no moaymo 101
Et = EllipticCurve(GF(p), [0, A, @, B*non_res, 0])
print("Mopnanok ckpyunsanua:", Et.order())

# Haxoomm Touky Manoro nopsgka Ha ckpydmsBauum (Hanpumep, 2)
P_t = Et.1ift_x(17) # npowsBonbHaA TOYKa Ha CKPY4YMBaAHWUN
print("P_t nopagok:", P_t.order())

Mopenvpyem: cepBep YMHOXaeT CEKPEeTHbI ckanAap k Ha mozaHHyio X-KoopauHaTty

= 25 # cekpeTHbiii knod (Manbiii AnA AemMoHcTpauumn)

=k * P_t

Atakyowmii Buant Q (X-koopavHaty) W, 3Has MOPAAOK TOYKW, BoccTaHasnueaeT k mod order
print("k mod order(P_t) =", k % P_t.order())

# MosTopAs ans Touyek pasHbix nopsaakos, no CRT socctaHaBnuBaem monHbi Kk

== O X =

4.3. Invalid curve attack (Python using small fields)

Demonstration of how to pick a point on another curve with the same parameter A, but with little order.

# —==—======= invalid_curve_demo_py —==—=======
# Python ¢ 6ubnuotekon tinyec (ycraHoswte: pip install tinyec)
# MokasbiBaeT npuHumn invalid curve attack Ha ynpowéHHoMm npumepe

from tinyec import registry
import secrets

# Vicnonbayem cTaHaapTHylo kpusyto secp192r1 anAa aemoHcTpaummn

curve = registry.get_curve('secp192r1")

# Cospmaém chanblunByio KpvBylo ¢ ApyrMm napametpom B (Ho Tem e A)

# B peanbHoli aTake napameTp B noa6upaetca Tak, 4TOGbl MOMy4YnTb Marblii MOPAAOK
fake_curve = registry.get_curve('secp192r1') # 3ameHVM napameTpbl BPy4HYIO

# B tinyec Henb3a nNpocTto u3meHnTb B, noatomy mncnonbayem amMynAumio:

# B peanbHom koge mbl 6Gbl 3apanu CBOK KPUBYIO 4Yepes Khacc.

print("OpwuruHanbHaa kpveaa:", curve)

print("MopAanok opwuruHanbHoi rpynnbi:", curve.field.n)

# Coszpnaém Touky Ha "dhanbwmsoin" kpusoin (B peanbHOCTV Mbl 6bl Hawnm eé yYepes noabop)
# 3pecb NMPOCTO UNMIOCTPMPYEM KOHLUEMUMIO: €eCrnv MPOBEPKW HET, aTakylowwi noaaér

# Touky, He nexallylo Ha UCXOAHOW KPUBOW.

Note: For a full-fledged Invalid curve attack, it is necessary to generate a curve with a low order and find a point on it whose X-
coordinate coincides with some point on the original curve. More detailed code is provided in open research.

4.4 X-only Schnorr Signatures (BIP-340) - Proof of Concept

The BIP-340 standard uses X-only keys, where Y is always considered even. Below is a sketch of signature verification without
recovering Y.



# —========= Schnorr_xonly_check_py —=========
# YnpoweénHasa nposepka noanucu LUHoppa ¢ X-only kniouyom (Tonbko norvka)
# OnAa peanbHoi pa6oTbl TpebyeTcAa 6ubnuoteka secp256k1 (python-schnorr)

import hashlib
import secrets

# NMapameTpbl secp256k1 (ynpowéHHo, 6e3 onTyMusaumii)

p = OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFC2F

# ... NonHbIi KOA OMyLeH ANA KPaTKoCTU, HO WAaesA:

# My6nuuHbiii knod - ato X-koopavHata (32 6Gaiita)

# MNpun Bepndvkaunn BoccTaHaeBnueaetca R = s*G - e*P, n nposepaetca, uto X(R) == r

print("BIP-340 ncnonbayet X-only knioum, 4TO MCKIMOYaET MAACTUYHOCTb. ")

5. Bitcoin’s X-Only Transition: BIP-340 and Taproot

Before Taproot was activated, Bitcoin used public keys in either compressed (33 bytes: X + 1 parity byte Y) or uncompressed (65
bytes) format. This created a transaction malleability problem : the same signature could be represented with y And -y,
changing the TXID without violating its validity.

With the introduction of BIP-340 (Schnorr signatures), public keys now only have X-coordinates (32 bytes). The Y-coordinate is
implicitly considered even. This is:

e Eliminates plasticity at the serialization level;
e Saves space in transactions;
o Simplifies multi-signatures (e.g. MuSig).

Historical background. In 2014-2015, malleability attacks were used by attackers to delay transactions (e.g., the Mt.Gox
incident). The transition to X-only keys in Taproot structurally eliminates the possibility of Y-coordinate spoofing.

It is important to emphasize that although Bitcoin uses the Wejerstrass curve (secp256k1) rather than Montgomery, the
principle of working only with the X-coordinate was borrowed from the Curve25519 implementations and adapted for Schnorr
signatures.

Analysis of X-coordinate computations on Montgomery
curves and projection onto Bitcoin cryptography. The
mathematics of Montgomery curves.

The Montgomery form of an elliptic curve is given by the equation:
By2 :x3 +Ax2 +x
over a finite field Fp Using the Montgomery ladder algorithm, one can calculate the scalar product [ k] P in constant time

using only X And Z coordinates in projective space, where x = X / Z.

Unified Formulas (X-coordinate only)

For the point P =(X ,Z) And P =(X .Z ), the difference of which is equal to P =(X zZ ), the operations of

5
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addition and doubling are performed as follows:

Doubling:
= 2 2
XZn - (Xn 7271 ) (XH * Zn )

L . o2 A+2
12/1 - (4X/1 An ) ( (Xn 7571 ) -

(4X Z ))

n n

Differential addition:
:Z ((XHiZU)(XI77+ZIH)+ (XIJ+ZI1)(X77172 ))2
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2
_X ( (X/I _Z/I ) (XNI +ZIH ) - (XH +ZII ) (XIH _Z/II ) )
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Cryptanalysis: Attacks on X-only implementations and
defenses

Omitting the Y-coordinate opens up specific attack vectors if the implementation does not take into account the check for a
point being in a subgroup or curve.



e Twist Attacks: Since the Y-coordinate is not recovered or verified initially, an attacker can transmit an X-coordinate that
does not lie on the original curve, but rather belongs to its quadratic twist. The twist curve has a different group order,
which can have small prime factors, allowing the private key to be extracted via the Chinese Remainder Theorem (CRT).

e Curve25519 (Twist Security): The problem is solved by parameter selection. Curve25519 is designed so that both the
curve itself and its twist have the order of h - ¢, Where ¢ — is a large prime number.

e Fault Attacks: Injecting a fault into a register during the execution of the Montgomery ladder resets a point from the
safe curve to a random (weak) one, resulting in key bit leakage.

A historical example: vulnerability CVE-2015-6924 in the MatrixSSL library. The ECDH implementation did not verify the
identity of incoming curve points. This allowed an Invalid Curve Attack to be performed and private keys of servers to be
extracted in minutes.

Integration of the concept into Bitcoin (BIP-340 and
secp256k1)

Bitcoin uses the Weierstrass curve secp256k1. Before the Taproot update, Bitcoin used public keys consisting of Xand Y
coordinates. However, the Y coordinate created a problem with transaction malleability (dot P And — P have the same X-
coordinate but different Y-coordinates).

Transition to X-only (BIP-340): In Bitcoin Schnorr signatures (Taproot), public keys now consist only of the X-coordinate (32
bytes). The Y-coordinate is implicitly assumed to be even. This directly aligns with the X-only computing principles in
Curve25519, reducing storage overhead and completely eliminating signature malleability at the serialization level.

Historical example: Before the introduction of hard normalization standards (BIP-62) and later Taproot, attackers could
change the Y-coordinate in Bitcoin transaction signatures (e.g., the Mt.Gox incident and malleability attack) by changing the
TXID without compromising cryptographic validity. Schnorr x-only keys structurally preclude this possibility.



Code Examples (Scalar X-only Multiplication)
Python

# Curve25519 X-only Ladder

def cswap(swap, x2, x3):
dummy = swap * (x2 A x3)
return x2 A dummy, x3 A dummy

def montgomery_ladder(k, u, p=2**255-19, a24=121665):
x1, x2, z2, x3, z3 =u, 1, 0, u, 1
swap = 0
for t in reversed(range(255)):
k.t =(k>1t) &1
swap A= k_t
X2, x3 = cswap(swap, X2, Xx3)
z2, z3 = cswap(swap, z2, z3)
swap = k_t

A= (X2 +22)%p
AA = (A*A)%p
B = (x2 -2z2) %p
BB = (B *B)%p
E = (AA - BB) % p
(X3 + z3) % p
(x3 - z3) % p

o O
1

DA = (D *A) %p
CB=(C*B)%p

x3 = ((DA + CB)**2) % p

z3 = (x1 * (DA - CB)**2) % p
x2 = (AA * BB) % p

z2 = (E* (AA + a24 * E)) % p

x2, x3 = cswap(swap, X2, x3)
z2, z3 = cswap(swap, z2, z3)
return (x2 * pow(z2, p-2, p)) % p

SageMath

p = 2A255 - 19

A = 486662

F = GF(p)

E = EllipticCurve(F, [0, A, 0, 1, 0])
P = E.1lift_x(9)

k = randint(1, p-1)

Q=k*P

print("X-coordinate:", Q[0])

Conclusion

In this article, we examined the mathematical apparatus of X-only computations on Montgomery curves, identified the main
attack vectors (twist, invalid curve, fault), and demonstrated how this knowledge was transformed into practical Bitcoin
standards. The provided Google Colab scripts allow researchers to independently reproduce:

e Correct operation of the Montgomery ladder;
e The twist attack principle on small fields;
e General logic of X-only signatures.

Bitcoin’s move to X-only is not just an optimization, but a major step toward improving security and reducing overhead,
motivated by decades of cryptanalysis.
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